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Hacrosmmuii  OKyMeHT SIBIsIeTCS PYKOBOACTBOM To dkciuryaranmu (PD) Ha wusmenue

[

S o . . . .

3 porpaMMHoO-anmnapatHoro komriekca «Kanansubiit mudparop «Dionis-CE» (manee — [TAK Dionis-

I

[}

§ CE wiu u3nenue).

g

§ Hacrosiiee PO conepxut onucanue, npasuia u nopanok skcuryaranuu ITAK Dionis-CE, a

Q

g TaKKe PEKOMEH/IAlMH 110 €ro HaCTPOMKeE.

Oxcmnyaranuio [TAK Dionis-CE nomkeH BBITOTHAT, HHKEHEPHO-TEXHUYECKUM TIEPCOHA,

UMEIOIIMK HaBBIKM pabOTbl C BBIYMCIUTENBHOM TexHUKOW Ha 06aze IBM-coBMecTHMBIX
MEPCOHANBHBIX AJIEKTPOHHO-BBIUMCIUTENbHBIX MamuH ([I9BM), a Takke HaBBIKH pabOTBI C
AKTUBHBIM CETEBBIM OOOpYIOBaHWEM, M3yYMBIIMKA HacTosmee PO u momymeHHbIH K paboTe C
ITAK Dionis-CE B ycTaHOBICHHOM MOPSIIKE.

(]} . .

ﬁ Jnis nonydenus nonoaHUTenbHbIX cBeneHuit o [TAK Dionis-CE Heo0x01uMo 03HAKOMHUTHCS

©

Q . . .

S C JOKyMEHTAallMell, MepeyeHb KOTOpoWl TmpuBeaeH B JokymeHTe «lIporpammHo-anmapaTHbIi
komruiekc «Kananmpnpiii mmdparop «Dionis-CE». BemomocTh sKkcIutyaTallmOHHBIX JOKYMEHTOB)
HKBI'.465614.752BD.
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Coxpamenust

APM - aBTOMAaTU3UPOBaHHOE paboyee MecTo;
AC _ .
aBTOMAaTU3UPOBAHHAS CUCTEMA,
ETO - @XKETHEBHOE TEXHHUECKOE 00CITy)KUBAaHHE;
AKKH1 — JKUJIKOKPUCTAJUNINYECKUA HHIUKATOP;
JBC — JIOKQJIbHAsI BBIYUCIIUTENbHAS CETh;
MBS — MEXKCETEBOU DKPaH;
ocC - OllepallMOHHAs CUCTEMA;
ITAK — IPOrpaMMHO-AIIAPATHBIN KOMIUIEKC;
[1K - q - .
POTPaMMHBIN KOMILIEKC;
1o - MPOrpaMMHOE 00eCIIeUeHuE;
II5BM  _ e .
pCOHAJIbHAS JIEKTPOHHO-BBIYKMCIIUTEIbHAS MALLIMHA;
PO _ .
PYKOBOZCTBO I10 KCILTyaTaluu;

COB - cucTeMa OOHapy>KEHHs BTOPKCHU;
CIIA - CUCTEMa Iepelayul JaHHbIX;
TO - TeXHUYECKOE 00CTyKHUBAHUE;
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E X1 — YMEPEHHBIN U XOJIOHbIN KIUMAT;
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1. Onmucanue u padora

1.1 Ha3zuauenue

IlonmHOE HaMEHOBaHUE

KpaTtkoe HanmeHoBaHue

O06o3HaueHne

[IpennpusiTue-u3roToBUTEINb

IIporpammHoO-anmnapaTHbIi KOMILIEKC
mmdpatop «Dionis-CE»

ITAK Dionis-CE

HKBI'.465614.752

000 «Paxkrop-TC»

«KananpHbIH

ITAK Dionis-CE nomkeH obecrieunBaTh KpUNTOTPAPHUUECKYIO 3aIUTY KOHQUACHIUATEHON

uHpopManuu (UPpoBaHWE W MMHUTO3AUIUTY JAHHBIX KaHaJIbHOTO YypoBHS Mozaenu OSI,

conepxamuxcs B Ethernet-kagpax) mpu yciaoBuu cobmtonenus TpedoBanuii [IpaBui moab30BaHus.

B IIAK Dionis-CE momkHBl OBITH peanu30BaHbl KpHUNTOrpauyecKre aJropuTMbl B

cootBercTBUU ¢ TpeboBanusiMu ['OCT P 34.12-2015 u I'OCT P 34.13-2015 (npu 3ammre KaHana CBSI3U

MIPU XpaHEHUHW KJII0Ued M opranm3ainuu ceteBoro ympasienus), [[OCT 28147-89 (npu opranuzanuu

KaHaJia yIIpaBJICHHUA B HEIAX COXPaHCHHS COBMECTUMOCTH C paHEC YCTAHOBJIICHHBIMUA U3JCIIUAMUA TUIIA

ITAK Dionis-NX u ITAK Dionis DPS).

I[TAK Dionis-CE gomkeH ObITh cepTUGUIMPOBAH 1O TpeOOBaHUSIM K CpeACTBaM

Kpuntorpaduueckoil 3amuTsl MHGOpMalMU, NpPeAHA3HAYEHHBIM s 3alUThl WH(OpMalUd, HE

CoZEpIKallleil CBEIEHUI, COCTABIIAIONIUX TOCYJAPCTBEHHYIO TailHy 1o kiaccy KC3.

1.2 BHemrHuii BUg

pUCYHKE 2.

Pucynok 2 — BHemHuit Bu u3aenus c3aau.

1.2.1 Buemnuii Bun anmaparnoit miuargopmer HKBI.465614.752-01 mnpencrasieH Ha pucyHke 1 u
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Ha pucynke 2 0603Ha4eHBI CIASAYIOIMNE SJIEMEHTHI, CM. Ta0muIy 1.

Tabmuma 1.

Ne HanmeHoBaHue Onucanne IIpumeyanue

1 | boku nutanus 2 Oj0Ka MUTaHUs

2 | Knomnka Knonka Reset
Knomnka BKIIOYEHUS/BBIKITIOUEHUS

3 | Knomnka .
anmnapaTHo# miarhopmsbl

4 | Tlopr QSFP28 [TopT AL MOAKIOYCHUA
3alMIIAeMOH (JOBEPEHHOI) CeTH

5 | Mopr QSFP28 [opt nns MOAIK/IIOYEHHS OTKPBITOH
(He noBepeHHoil) ceTn

6 | COM-nopt COM-nopt Cwm.puc. 1

7 | Hopt USB 2 nopra USB Cwm.puc. 1

1.2.2 Buemmnuii Bun anmapatHoit miatdopmbsl HKBI.465614.752-02

pUcyHKe 3 ¥ pucyHKe 4.

i

e —_

Pucynok 4 — BHemnuil Bua u3ienus c3aau.

MNpeaACTaBJICH Ha
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Ha pucynke 4 0003Hau€HBbI CIIEAYIOIINE IEMEHTHI, CM. TaOIuILy 2.

Tabmuna 2.
Ne HaumenoBanme Onucanue IIpumeuanue
1 | bnoku nutanus 2 GJ0Ka MUTaHUS
2 | COM-nopt COM-nopt OTKiI0YeH
[Topr Ethernet 0 s moakrOYeHUS
3 | Ilopt RJ45 ceTH, o0ecreueHuss MOHUTOPUHTA U
YIaIEeHHOTO YIPaBICHUS
[Topt Ethernet 1 p1st moakrOUeHUS
4 | Ilopt RJ45 ceTH, 00ecTIeYeHUsI MOHUTOPUHTA 1
yIaJI€HHOTO YIpPaBJICHUS
[TopT Anst MOAKITIOYCHHSI MOHHTOPA
5 | Iloptr VGA VGA
6 | Ilopr USB 2 nmopta USB
7 | Mopr QSFP28 [TopT zxim no/:[KJEIOquI/m
3alMIIaeMOH (JOBEPEHHOI) CeTH
8 | Topr QSFP28 [Mopr mnst MOZIKIIIOUCHIS OTKPBITOH
(HEe MOBEpEHHOIN) ceTn

1.3 CBeToBast HHAUKALINSA

1.3.1 CgeroBas nnaukanus annapatHoi miatrdopmbl HKBI.465614.752-01 (cm. pucyHok 1)

g npeIHa3HaueHa JJis OCYIIECTBICHHUSI KOHTPOJIS ero pabOTOCMOCOOHOCTH MPH PA3IUYHBIX PEKUMAX
3
3 paboThI.
Q
[3)
E Onrcanue COCTOSIHUSI MHAMKATOPOB B 3aBUCHUMOCTH OT pexuMoB paboTel [TAK Dionis-CE
(<]
= MIPEICTABJICHO B TabmwmIle 3.
\§ Tab6muna 3
o)
2 No HanmenoBanue Onucanne Ilpumeyanue
o
T
< 1 | CeeTonnon Muanukanusa noxaun MUTaHUAS
' Nunukanus a0OTBI  JKECTKOIO
2 2 | Ceetoguon JIKal p
o JINCKa
5 Nugukanms paboThI nopra
] 3 | CBeroauo
§ AHOA Ethernet 0
@ 4 | Creromio Nungukanms paboThI nopra

JHon Ethernet 1
i Nungukanms paboThI nopra
S 5 | CBeronuno
"-: JHon Ethernet 2
I Nunukanus paboThI nopra
S 6 | Ceroauo
E Ao Ethernet 3
o
= Nungukanmsa paboTsI nopra

7 | CBeroauo

Ao Ethernet 4
5
; g Jincr
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1.3.2 CeroBas nnaukanus annapataoit miartdopmsl HKBI.465614.752-02 (cM. pucyHok 3)

npeHa3HauYeHa JUIsl OCYLIECTBICHHUS KOHTPOJIS ero paboTOCHOCOOHOCTH MPU Pa3IMYHBIX PEXUMax

paboTHI.

Onrcanue COCTOSIHUSI MHAMKATOPOB B 3aBUCHUMOCTH OT pexuMoB paboTel [TAK Dionis-CE

MPEJICTaBICHO B TabuIIe 4.

Tabmuma 4
Ne HaumenoBanme Onucanue IIpumeuanue
YHuBepcanbHbII
1 | CBeroguon o
MH(OPMAITMOHHBIN CBETOIHO]
Nungukanms paboThI nopra
2 | CBeroano,
JHon Ethernet 1
Nungukanmsa paboThI nopra
3 | CBeroauo
JHon Ethernet O
Nungukanms a00TBI  JKECTKOT'O
4 | CeeTomuon JUIKan p
IMCKa
g 5 | Ceeroonon Muanukanus nogaun MUTaHUAS
1]
L]
> 6 | Knomka Knomnka Reset
[3)
2 KHomka BKIIOUEHHUSA/BBIKIIIOUEHHUS
3 7 | Knonka .
2 anmnapaTHo# miarhopmsbl
§ 1.4 TexHn4YecKHe XapaKTePUCTHKHU
o)
2 1.4.1 TexHuyecKHe TaHHbIE
2]
s
ITAK Dionis-CE HKBI'.465614.752-01 umeet cneayromiue HHTEpHEHCH:
(=]}
2
o e nopt ynpasnenus Ethernet 10/100 BaseT — 8 mr.;
3
§ e 10opT noakitoueHust moayneit QSFP28 — 2 mir.;
[11]
e koHCONBbHBIN TOpT USB— 2 miT.
e TexHuueckue TaHHbBIC TPEJICTABICHBI B TA0IUIE 5.
3
S
8
S
3
< Tabmnuma 5.
5
; g Jlner
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Ne HaunmenoBanue Onucanne IIpumeyanue
1 | Dnexrponuranue AC 100-240B 60-50I'1g

2 | I'abaputer Il x B x I" (Mm) | 500 x 44 x 440

3 | Bec (xr) 8

ITAK Dionis-CE HKBI'.465614.752-02 umeeT cneayromnue HHTEPHEHCHI:

nopt ynpasinenusi Ethernet 10/100 BaseT — 2 mit.;
nopT noakaoueHuss Moayiieit QSFP28 — 2 mir.;
nopt VGA — lmr.;

KOHCOJIbHBIM opT USB— 2 miT.

TexHu4eckre qaHHBIC MPECTABICHBI B TAOIHUIIE 6.

Tabmuma 6.
Ne HaunmenoBanue Onucanne IIpumeyanue
1 | DnexkTponuTanue AC 100-240B 60-50T"1y
2 | I'abapute I x B x I' (Mm) | 440 x 44 x 440
3 | Bec (xr) 9

©
g
3 ITAK Dionis-CE nogaep:xuBaet ciaenyromie nNpoToKoIbl U CEPBUCHL:
3
g e IEEE 802.3ab (1000BASE-T);
[
;:g e [EEE 802.3ba (100GBASE-SR4);
e ARP;
g
© .
? e [CMP;
= e TCP/UDP;
$
o [Pv4;
2 e NTP;
o
§: e SSH v2/Telnet;
s
§ e SNMP v.3 (TOTpKO MOHUTOPHUHT ), BKJTIOUAs MOJIEPKKY MOHUTOpUHTA perucTpoB RMON;
e ditun (mommepkka TyHHeNbHBIX HHTepdeiicoB L3 B pexxume mmdpoanus DISEC), c
©
E O JIEPKKOM icmp mpoo;
§ ¢ SCP;
'g e imeHt DHCP.
g
o=| g Jlnecr
2| D
g o HKBI.465614.752PD 9
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http://ru.wikipedia.org/w/index.php?title=IEEE_802.3ae&action=edit&redlink=1

1.4.2 CkopocThb nepeaadm JaHHBIX

W3nenue nmoanepKuBaeT Ha Moprax padoTy Co CKOPOCTAMH, YKa3aHHBIMU B TabuuIe 7.

Tabnuua 7
Tun Pasznem RJ-45 Moxnym QSFP28 Mpumeyanue

coe/IMHEeHU ONTHYECKHE
1000 Mowut/c

Gigabit (moITy TyTIIeKC)

Ethernet " 2000 M6ut/c MOPTRL YNpaABICHIA
(TTOJTHBIN TYTIIIEKC)
100 I'burt/c

100 Gigabit (moITy TyTIIIeKC) (GyHKINOHATILHBIE

Ethernet HE NPUMEHHMO 200 I'but/c MOPTHI
(TTOJTHBIN TYTIIIEKC)

[Muranue ITAK Dionis-CE ocymiecTBisieTcst 0T HICTOYHUKA MEPEMEHHOTO TOKa HaIpsKEHUEM

220B. Toxk motpebaenus [TAK Dionis-CE — ne 6onee 3A.

1.5 CocTaB nocraBKH
CBeneHust 0 KOMIUIEKTHOCTH U3ENUS COAepKaTcs B JokyMeHTe ««[IporpaMMHo-anmapaTHbIi

komruieke «Kananpneiii mudparop «Dionis-CE». @opmyinsipy» HKBI'.465614.75200.

1.6 YcrpoiicTBo u padora
Anmnapataas mnardopma [TAK Dionis-CE Bbemonnena B kopmyce 1U s ycTaHOBKH B
TEJIEKOMMYHUKALMOHHYIO CTOWKY IKUpUHON 19 mroiiMoB. TexHnueckne XapaKTepUCTUKH alllapaTHBIX

matdopm [TAK Dionis-CE npencraBieHs! B pazuene 1 HaCTOSAMIETO JOKyMEHTA.

©
g
©
° [TonkmtoueHue K ceTsaM Mepefaud JaHHBIX BBITIOIHSAETCS MEAHBIM KaleleMm «BUTas Iapay
Q
§ UTP/FTP 5 karteropuu u BBIIIE U OJJHOMOJOBBIM/MHOTOMOJIOBBIM BOJIOKOHHO-ONITUYECKHM KaOeleM
Q
S 1Sl pabOYNX TTOPTOB.
] 1.7 MapkupoBKa U INIOMOMPOBaHHE
g
©
> MapkupoBKka 1 IIOMOMpOBaHUE U3AETUS MPOU3BOIUTCS COTJIACHO TPEOOBAHUAM JTOKYMEHTA
]}
2 . . —
o ««IIporpammuo-anmapatHeiii  komruiekc «KananpHbrid mudpatop «Dionis-CE». Texuudeckue
I
<

ycnoBusi» HKBI'.465614.752TY.
2 I[TAK Dionis-CE mapkupyercss npy NOMOIIM MapKHPOBOYHOM HAKJIEWKH C 0003HaYCHHEM
@
I . .
3 ToBapHOro 3Haka «Dionis-CE».
s
© . .
Q Mapxkuposka [TAK Dionis-CE conepxur:

— TOBapHBIN 3HAK MPEANPUATUSI-U3TOTOBUTES;

©
§ — 3aBojcKoi HOMep (yKa3bIBaeTcs B GopMyJsipe).
3 . . o
3 [TnombupoBanue ITAK Dionis-CE nmpousBoautcst ¢ oTMeTkol B qokymeHTe ««IIporpammHo-
~]
'§ anmapaTHbii komIuiekce «Kananpabiii mmdparop «Dionis-CE». ®opmynsap» HKBI'.465614.75200.
S
S
(<]
o B Jlnecr
2o
| © HKBI'.465614.752P> 10
I
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1.8 YnakoBka
Vnakoska k [IAK Dionis-CE mnpousBoautcs corjacHO TpeOOBaHUSM JIOKYMEHTa
««IIporpammHuo-anmnapatabiii komiuieke «Kananpueiii mudparop «Dionis-CE». Texuuueckue
ycnoBusi» HKBI'.465614.752TY.
JUis 3aluThl OT MEXAHWYECKUX U KIMMATUYECKHUX BO3AEHCTBUM NpH TPAHCIOPTUPOBKE U
xpaneruu [TAK Dionis-CE ymnakoBbsIBaeTCsl B TPaHCIIOPTHYIO Tapy (KapTOHHYIO KOPOOKY).

B rapy yxnanbeiBaroTcs:

— ITAK Dionis-CE;
— KOMIUIEKT JKCIUTyaTal[MOHHBIX JOKYMEHTOB;

— KOMILJICKT COCAUMHUTCIIBHBIX Ka0eJle U PJIEMEHTOB MOHTAaXKa.

ITocie YIIAaKOBBIBAHUWS MPOU3BOAUTCA 3alIUCh O BBIITOJIHCHHBIX pa60Tax B COOTBCTCTBYIOILIICM
pasznene gokymeHnTa ««lIporpammuo-anmaparseiii koMmiuieke «Kananpnapiid mudpatop «Dionis-CEy.

Dopmynsip» HKBI.465614.75200.

Jincr

HKBI'.465614.752PD
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2. Hcnosab3oBaHue 110 HA3HAYCHUIO
2.1 DkcniryaTallMOHHBIE OTPAHUYCHUS

Bce paborst Ha ITAK Dionis-CE 10mKHBI BBINONHATBCS B CTPOTOM COOTBETCTBHH C
TpeOOBaHUSAMH SKCILTYaTallMOHHOM TOKYMEHTAIUH.

Hactpoiikamu I[TAK Dionis-CE momkHBI OBITH pa3pemieHbl TOJIHKO HEOOXOJAMMBIC IS €ro
SKCIUTYaTaIliy TPOTOKOJIBI (TTOPTHI, CITYKOBI).

JomxkeH ObITh obecrieueH CBOOOIHBIA JOCTYN KO BCEM OpraHaM YIPAaBJICHUSA U Pa3beMHBIM
coequnenusiM uznenus. I[TAK Dionis-CE nomkeH ycraHaBIMBaThCS B TEIEKOMMYHUKALMOHHYIO
MOHTKHYIO CTOMKY IIMPUHON 19 nroiimMoB.

[Ipu pabore c ITAK Dionis-CE moKHBI BBITTONTHATECS TpeOOBaHUS MO O€30MacHOCTH
MPOBEJCHUS padOT, yCTAHOBIIEHHBIE HACTOSIIIUM JOKYMEHTOM.

Bo u30exanue mopakeHus: 3JEKTpUUYeCKUM TokoM mnpu skciuryaraiuu [TAK Dionis-CE
HE00X0IUMO:

— TPOBEPUTH COCTOSIHUE Kabesel 37eKTpOnUTaHus;

- yOeauThCs B HAUIMYWHU M UCTIPABHOCTH 3a3eMJICHHS (3a3eMJICHHE T0JHKHO OBITH 00eCIIeueHo
C TIOMOIIBIO HITATHOTO KaOelsis 3JIEKTPONUTAHMS 4Yepe3 IITENCENbHYIO PO3ETKY C 3a3eMIISIOLUIMMHU
JaMesiMu);

- ybeauThCs B COONIOACHUU TpeOOBaHUH, MPEABABISEMBIX K IapamMeTpaM OKpPY>KaroIIeH

Cpelbl U K IapamMeTpam 3JIeKTPONUTAHUS.

1]
§
L]
S
§ A BHHMUMAHHME! - 3anpewaemcs npouzeooums yCmpaneHue HeucnpasHoCmetl 6 annapammblx
3
S komnonenmax IIAK Dionis-CE, naxoosawuxcsi noo Hanpscenuem!
3anpewaemcs paboma ¢ nepekpyUEHHbIMU U UMEIOUUMU NOBDEHCOCHUS.

g
:% usonAYUU Kabenamu snekmponumarus!
%
o
s Bo wu30exaHue BBIXOJIa TEXHUUYECKHX CPEJCTB M3 CTPOs, Mepe] HadaJoM SKCIUTyaTallud
o YIOJIHOMOYEHHBIC JTOJDKHOCTHBIE nnia, oocmyxkuBatomue [TAK Dionis-CE, mommkHbI yOeauThcs B
2
g coOnrofaeHn TpeOOBaHUM, MPEABSIBISIEMBIX K IMapaMeTpaM OKPYXKaloIlel cpeibl M K mapaMerpam
S
3 ANICKTPOITUTAHUSL.
[11]

K skcnyaramuu [TAK Dionis-CE 10mKHBI JONMYCKAaThCS CHENUAIUCTBI TEXHUYECKOTO H
g WH)KEHEPHOTO COCTaBa, HMMEIONIME HaBBIKU pPAbOThI Ha CETEBOM OO0OpYJAOBaHWH, H3YUHBIIHE
1]
N HACTOSAIIEE PYKOBOJCTBO U MPOIIEAININE HHCTPYKTAXK MO TEXHUKE 0€30MaCHOCTH.
S 2.2 IlepeyeHb pe:KUMOB padOTHI
o
(S .. .

B ITAK Dionis-CE ucnonbs3yroTcs cleayrone peKuMbl KOMaHIHOTO HHTEpderica:
S
o
c g Jincr
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— PEXHM OllepaTopa;
—  PEeXHUM aJIMUHHUCTpPATOpA.

N3 pexnMa agMUHHCTpaTOpPa JOCTYIIHBI BCE KOMAaH/Ibl peKUMa ONeparopa.

JloCTymHBI IBA THUIA YYETHBIX 3aITUCEN:

* y4eTHas 3alHUCh OIlepaTopa;

* yYeTHas 3alHiCh aIMUHUCTPATOPA.

B cucreme noctynHo He Oosiee uyeThIpeX Y4YETHBIX 3alucel omeparopa U He Oosee Tpex
YUETHBIX 3allUCEeW aIMUHHUCTPATOPA.

[Tosnp3oBarenu ¢ mpaBaMM aIMHHHCTPATOpa MMEIOT IIpaBa Ha BBIIIOJIHEHHWE BCEX OINepanuil
(KOMaH[) 1O aAIMUHUCTPUPOBAHUIO (YIIPABIECHUIO) U3JECIUIMHU.

[lonp3oBaTenu ¢ mpaBaMu ONEpaTOpa MMEKT IpaBa TOJBKO HA MPOCMOTP TEXHUYECKOIO
coctostaus [TAK Dionis-CE 1 mpocMOTp 37€KTPOHHBIX KYPHAJIOB.

Jns BXoma B cucTeMy omepaTtop (aIMHUHHCTPAaTOp) IODKEH BBECTH HJIEHTU(UKATOP
I10JIB30BATENS U N1apOJIb.

WNnentuduxaTop mosp3oBareis AOKEH UMETh B UIMHY HE MEHEe 5 CHMBOJIOB JIATHHCKOTO
andasuTa, BKIOYas HUGPBI, MPU 3TOM JONYCKAETCS HCIOIb30BaHUE OYKB BEPXHETO M HUKHETO
PErucTpoB.

Kaxxaplii maposp MOKET UMETh CPOK JIEHCTBUS, YCTAaHOBIIEHHBIN MOJIb30BATENIEM C IIpaBaMHu
aJIMUHUCTpaATOpa, WK ObITH OecCpOoUHbIM. 3a 7 THEH 10 OKOHYAHMSI CPOKA JIEHCTBUSI TTApOJIs B )KypHAI
0€30MacHOCTH 3aHOCUTCS 3aMUCh O HEOOXOIUMOCTH CMEHBI TAPOJISL.

Kaxnas yueTHas 3amuch MOXKET UMETh CPOK JCUCTBHS, M0 UCTEUECHHIO KOTOPOTO OHA OyaeT
3a0nokupoBaHa. Pa30mokupoBaHHWE YUETHOM 3aluCH  JOCTYIHO TIOJNB30BaTENI0 C IpaBaMHu
agMuHucTpaTopa. Jlomyckaercsi MCHOJb30BAaHUE YUYETHBIX 3alMCeld C HEOTPAaHWYEHHBIM CPOKOM
IEUCTBUSL.

[Ipu HeBepHOM BBOJIE MAPHI «JIOTHH-NIAPOJIBY» 32 TPH MOMBITKU MOJIH30BATENb OJIOKUPYETCs Ha
YCTQHOBJICHHOE HACTPOWKAMU CUCTEMbl BpeMs, W B OJKypHaI O0€30MacHOCTH J00aBiISeTCs
COOTBETCTBYIOLIAS 3aIKCh.

[Tpu OTCYTCTBMU aKTUBHOCTHU MOJIb30BaTeNs 00Jiee YCTaHOBIEHHOTO MEepHo/ia HEaKTUBHOCTH
(mo ymonuanuto 10 MUHYT, U3MeHsieTCs B quarna3one ot 5 g0 60 MUHYT) ceaHC 3aBepIliaeTcs, U B
KypHaJ oriepaTopa A00aBIsSETCS COOTBETCTBYIOIIAS 3aITUCh.

Jnsi BO30OHOBIIEHUSI ceccuu TpeOyeTcsi ee mepesanmyck. B ciydae ycTaHOBKM 3Ha4YeHHUs
NIepHO/1a HEAKTUBHOCTH «0», 3aBEpILIEHNE CEaHca MOJIb30BaTels 110 TaliMayTy HE IPOUCXOIMT.

VY4yeTHble 3anucU AOCTYNHBI AJI BBOJA/PEIaKTUPOBAHUS TOJIBKO IMOJIH30BATENSAM C IIPaBaMH

aIMUHHUCTpATOpA.
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B ITAK Dionis-CE peann3oBana poiieBasi MOJelb JocTyma. Poiau co3matoTcst B mpoliecce
HACTPONKK U (YHKIIMOHUPOBAHUS, U TPEJCTABISAIOT COOON COBOKYITHOCTH IMOJHOMOYHUH. YueTHas
3aMuch AIMUHUCTPATOPa, KOTOPOW HAa3HAYEHA PoJib, TojydaeT Joctyn K ymnpasienuio [TAK Dionis-
CE, onpenensemMblil TOJIHOMOYUSIMU 3TOM POJIH.

Bonee moapoOno komanxael ynpasieHus IIAK Dionis-CE mnpuBeneHsl B JOKyMEHTE
«[Iporpammuo-anmnaparueiii  komiuieke «Kananpabiii mmgpparop Dionis-CE». PykoBonucTBo 110

skcruryaTanuu. [punoxennn A. Komanas» HKBI'.465614.752PO1.

2.3 YnpaBJieHue
Kontpons ¢pynkumonnpoBanus [TAK Dionis-CE ocymiectsisier, Kak mpaBuio, OnepaTop.
[onrorosky k ¢pynkunonuposanuio [TAK Dionis-CE ocymiecTBisieT aAMUHHCTPATOP.
VYmupasnenue [TAK Dionis-CE ocymectBisercs ¢ APM ynpaBiieHHs! OCyIIeCTBISIETCS] OTHUM
U3 CIEIYIOIINX CIIOCOOO0B:
e JokanpbHO uepe3 mopt ynpaeienus FEthernet 10/100/1000BASE-T mno mnpotokomy
SSH/Telnet u3 npenenoB KOHTPOJIUPYEMOI 30HBI;
e ynameHHo uepe3 mopT ympasieHus Ethernet 10/100/1000BASE-T mo mnpotokomy
SSH/Telnet ¢ ucnonp30BaHreM KPUITOTpaGUUECKH 3aIUIIEHHOTO COSAUHEHHUS.
Bri6op MeTona ympaBiieHUs! ONpEAEsIeTCsl YCIOBHSMU €ro 3KCIUTyaTallud, KOH(pUrypauen
CEeTH U T.1.
2.3.1 Ioak.aroueHue
Moaxmrouenue st k [IAK Dionis-CE BO3MOXHBI CIEIYIOIIMMHE CITIOCOOaMHU:
- ¢ APM ynpasnenus npu nomoutu uatepgeiicoB RJ-45 nopros ynpasienus;
- W3 3alUIIAEMOM CETH BO BHEIIHIOIO C HUCIOJIb30BAHUEM OJJHOMOIOBOI0/MHOIOMOJIOBOTO B
HOPT VI NOJKIIOUEHHS K OTKPBITOHN (HE3aIUIIaeMON CeTH).
- u3 BHEIIIHEH ceTu B 3aUIIAEMYIO CeTh c UCTIOJIb30BaHUEM
OJTHOMOJIOBOI'0/MHOTOMO/IOBOTO B TOPT JJIS MOJAKITIOYCHUSI K OTKPBITON (HE3aIIUIIaeMoi
CEeTH).
2.3.2 VYnajaénHoe moakJaro4YeHue
VY nanennoe noaxmoyenue k [TAK Dionis-CE ocymectisiercss mo nporokony SSH/Telnet ¢
APM ynpaBieHus ¢ npeiBapUTEIbHO YCTaHOBIEHHOM porpamMoit SSH/Telnet-kinneHT.
2.3.3 Pabora ¢ koHpuUrypauusimu
Kondurypauus npencrasiser codoi Mocae10BaTeIbHOCTh TEKCTOBBIX KOMaH/ M ONpeesisieT
Hactpouky I10.
B I1O cymecTByeT Tpu BUa KOHPUTYpaLIUU:

- default-config — 3aBoacKast KOH(MUTYpAILHs CUCTEMBI,

Jincr
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- running-config — NeUCTBYIOIIAst KOH(PHUTypaIus;

- startup-config — cTapToBast KOH(QUTypaIHsL.

3aBoxackas koHpurypamus (default-config) ompenenser 3aBojackue HacTpoirku [10 TTAK

Dionis-NX. Ona A0cTymHa TOJIBKO Ha YTEHHWE, U €€ HEJIb3s W3MEHHUTh. 3aBOJCKass KOH(PHUTYypaIus

MOXeT OBITh MCIIONIb30BaHa JuIst cOpoca Beex Tekymux HacTpoek [TAK Dionis-CE (ycTaHOBIEHHBIX B

npoiiecce paboThl) ¥ BO3BpATa K MEPBOHAYAIBLHBIM 3aBOJICKUM HACTPOIKaM.

HeiictByromas koHpurypauusi (running-config) onpeaenser Tekyue HacTtpoiiku [10

(HacCTpOWKH, KOTOpbIE ICHCTBYIOT B JaHHBI MOMEHT). Ecim agMUHUCTpaTOop BBOJIUT KOMaHIy B

PEXKUME conﬁgure, TO OHa B ClIy4da€ €€ YCICIIHOI'O0 BBIIIOJHCHHUA HEMCAJICHHO BJIMACT HaA

JNEHCTBYIONIYIO KOHPUTYPALIHIO.

[Ipu BBIXOZE U3 CUCTEMBI WIM IIPU IEPE3arpy3Ke BHIIOJIHICTCS aBTOMAaTHYECKasl IPOBEPKA HA

HECOXpaHEHHbIe U3MeHEeHHs. Eciau aTiMUHUCTpaTOp MPUMET pelleHrue HE COXPAHATh U3MEHEHHUs, TO

neiicTByromias KoHurypamus He coxpanutcs. [Ipu HeoOXoaAMMOCTH JeHCTBYIONTYIO KOH(UTYpaIHIO

MO>KHO COXpPaHHUTD.

CraproBast KOH(UTypaLus npegHazHaueHa sl CO3JaHus ICHCTBYIOIIEH KOH(PUTypaIiy 11OcIie

BKJ'II-OLIGHI/IH/Hepe?sanyTsKI/I cucTeMbl. Pabora crucTeMbl BCEerJa HAYMHACTCs C BBIIIOJHCHUSA KOMAaH[

CTapTOBOM  KOH(UTYpaINy;

YCIIEITHO

BBIMIOJTHEHHbIE KOMAaHIbl CTapTOBOM  KOHpuUrypanuu

ABTOMATUYECKHU 3aHOCATCS B JICUCTBYIOIIYI0 KOHGUTYpanuo. B pe3ynbrate KoHbUTYypauus running-

config 4epe3 HEKOTOpOEe BpeMs IOCie Havajda paboThl CUCTEMBl CTAHOBUTCS SKBUBAJICHTHOMN

KOH(pHUTYpauu startup-config, 3a NCKIIIOUCHUEM T€X KOMaH] U3 Startup-config, KOTOpPbIE M0 KaKUM-TO

MIPUYHHAM 3aBEPIIHIHCH C OITUOKON M BCJICACTBUE 3TOTO HE ObLTN JO0OABIICHBI B running-config.

[Tonpobuee pabota ¢ KOHPUTypaLUIMHU OMHCaHA B PyKOBOJICTBE MO0 HACTPOHKE MPOrPaMMHOTO

obecrneueHus.

2.4 IloAroToBKa K HCNOJIb30BAHUIO

Jns mogroroku [TAK Dionis-CE k ucnonbp30BaHH0 HEOOXOAUMO:

u3Bneub [TAK Dionis-CE u3 ynmakoBku M yOeIuThCS B OTCYTCTBUHM TOBPEXKICHUN Ha

BHEIIHUX MOBEPXHOCTAX U pazbeMax (QyHKIHNOHAIBHBIX OJIOKOB;

MIPOBEPUTH COXPAHHOCTD 3aBOJICKUX IJIOMO U MapKUPOBKU;

MMPOBCPUTH LCIOCTHOCTh COCAUHUTCIIBHBIX Ka6eneﬁ, IIHYPOB 3JICKTPOIIUTAHU,

ycraHoBUTh ¥ 3akpenuTh [IAK Dionis-CE B MoHTaXHO# cTOliKE;

noaktounTh [TAK Dionis-CE k kanany cBsizu, coequnsitomemy ero ¢ JIBC, nmpu momoru

CCTEBOIr'o agalmTepa,

nonkmounTh [TAK Dionis-CE k kanamy CBs3M, COCIUHSIONIEMY €r0 C CETSIMHU OOIIEero

MMOJIb30BaHH, C MTOMOIIIBIO CCTCBOI'O aJaITepa,

szm|
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e  TPOBEPUTH MPABUIBHOCTH 3JEKTPUUYECKOTO COCAMHEHHS COCAMHUTENBHBIX Kabened u
LIHYpa DJIEKTPOIUTAHUS;
e yOemuThcs B (UKCAIIMM BBIKIIIOYATENST HANPsDKCHHS MUTAONIe cetu Ha kopmyce [TAK

Dionis-CE B nonoxeaun « BBIKJTFOUEHO».

A  BHMMAHME! - B cryuae newmammnoix cumyayuti npu noozomoexe ITAK Dionis-CE k

pabome, npoooHcams pabomsl 60 U3beHCaAHUe NOPANHCEHU NIEKMPULECKUM
MoKOM uau nopuu obopyoosanus 3anpewjeno! O 6cex Heuwmammwix

cumyayusx HemeOoleHHO cooouwams pykogooumenio pabom!

ITAK Dionis-CE noctaBnsiercst B cOOpaHHOM cOCTOSIHMM ¢ mpexycTanoBieHHbM 110 TTAK
Dionis-NX. I[Ipu moakimro4eHrN KaOeIbHOW CETH U Pa3beMOB HEOOXOIUMO MPOBEPSATH 1ETOCTHOCTh

ka0enel U pa3beMOB, a TAKKE HAIC)KHOCTh WX TIOJIKITFOYCHHUS.

2.5 Ucnosb3oBanue
2.5.1 Tlopsaok aeiicTBUil onepaTropa
OmnepaTop BBITIOJHSIET €XeaHEBHBIM OocMOTp U moarotoBky ITAK Dionis-CE k paborte,
BKJIFOYA€T W BBIKJIOYACT JSJICKTPOIIUTAHUC (HpI/I HCOGXOI[I/IMOCTI/I), OCYHICCTBIIACT OHAJIOT C
porpaMMoOil ynpapiieHus: (YHKIIMOHHPOBAHUEM B 00beMe oreparuii, HeOOXOAUMBIX ISl KOHTPOJIS

kadecTBa padoTel [TAK Dionis-CE B ycroBusix moiHoMO4H omneparopa.

©
5
N OO0s13aHHOCTBIO  OllepaTopa sSIBISETCSd OTpa0OTKa HEIITAaTHBIX CHUTyalluid B Ipolecce
8
3 (YHKIMOHUPOBAHUSI.
Q
(<] .
S [Tpu Bxozae omeparopa (yueTHasi 3alMHuch KOHCOJBHOTO J0CTyma cli) cucrteMa MpeaocTaBiseT
JOCTYM K KOMaH/1aM HEMPUBUJIETHPOBAHHOTO PEXXUMA user (4acTh HHPOPMAIIMOHHBIX KOMaH/).
g
:g. C nomotipto KOMaH bl enable onepaTop MOXKET NMEPEHTH B MPUBHIIETUPOBAHHBIA PEXUM, MTPU
]}
2
: ATOM eMy MOTpedyeTcss BBECTH MapoJib aIMUHUCTPATOPA.
s J71st yueTHOM 3anucH orepaTopa BO3MOKHO H3MEHUTDH NAPOJIb, @ TAKKE BBIITOJIHUTH HEKOTOPHIE
2 JIPyrue HaCTPOMKH. YUETHYIO 3alUCh ONepaTopa yIaJIuTh HEIb3s.
@
5 VYhpaBneHue y4eTHOM 3amuchi0 Oleparopa OMUCAHO B PYKOBOJCTBE IO HACTPOMKE
s
§ MPOrPaMMHOTO O0ECTICUeHUSI.
2.5.2 Tlopsaaok AelicTBHI aJMHUHUCTPaTOpa
© o
g [Ipn BXOme B cucCTEMy MOJ YYETHOM 3alMCBhIO aJIMHUHHCTPATOpa CHCTEMA MPEIOCTaBISAET
Q
3 JOCTYN K KOMaHJaM MPUBUJIIETUPOBAHHOTO pekuMa enable. JInst ydeTHON 3amucu aJMUHHUCTpaTOpa
o
~]
S BO3MO>KHO U3MEHHUTH UMS YUYE€THOM 3alHUCH U MAPOJIb.
S
3
(<]
o B Jlnecr
2o
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AJIMHHHCTpaTOpaM MOTYT OBbITh YCTAHOBJICHBI pa3jIMYHbIC MpPaBa HA M3MEHEHHE HACTPOEK

ITAK Dionis-CE. IIpaBa agMuHHMCTpaTOopa ONpPENENsIOTCS Ha3HAYCHHBIM CIIMCKOM ITOJIHOMOYMN M

poJieit poseBoil MojieNu 1ocTyna. AIMUHHUCTPATOP C MpaBaMU CYMEPBU30pa UMEET JAOCTYII K JTI0OBIM

BO3MOXKHOCTSIM TiporpammHuoro obecrieuenus [TAK Dionis-CE He3aBUCHMO OT pOJICBOM MOJIEIH.

[Tocne BXxoga B CUCTEMY aIMHHHUCTPATOP BBHIMIOIHSET CIEAYIONINE OCHOBHBIE (PYHKIIUU:

ocymiecTBisieT KOHTpodb QyHkiumonupoanus [IAK Dionis-CE, mnpocmarpuBas u
aHATU3UPYS CUCTEMHYIO HH(POPMALIHUIO;

OTCJIKMBACT TIIOSBJICHUE 3aJaHHBIX COOBITHH B JKypHaJIaX IOCPEICTBOM IOIyYCHHS
COOTBETCTBYIOILETO COOOIIEHUS HAa YKa3aHHBIN apec 3JeKTPOHHOM MOUTHI;

3ajlaeT ImpaBuiIa 0TOOpa B CIIMCKaX KOHTPOJISI JOCTYIIA;

OOHOBIIAIET JIEHCTBYIOIINE TTOJIH30BATEILCKHIE MPaBHIa 00paOOTKH CETEBBIX IMMAKETOB;
pearupyeT Ha CUTHAJIBl HACTYIUICHUS COOBITHI 0€30MMacHOCTH 110 33JJaHHOMY ITA0JIOHY;
OPOBOJIUT TEpPHOAMYECKU KOHTponb paboTtocnocodHocT IIAK Dionis-CE  myrem
npoBepku 1enaoctHoctu I10;

opraam3yet ¢pyakimonupoanue [TAK Dionis-CE B cocraBe kiactepa;

oTpabaThIBAaeT HEIITAaTHBIE CUTYyaluu B rporecce skcruryaranuu [TAK Dionis-CE;
OCYILECTBIISICT HACTPOUKY pexuMoB GpyHkunonupoBanus [IAK Dionis-CE Bo Bpems mycko-

HaJI1aa04YHbIX pa60T HJIK B CIIy4aC U3MCHCHUSA YCJIOBI/Iﬁ Cr'o S5KCIlTyaTalluu.

g Jl51s mpocMOTpa ¥ BEIOOPKH CUCTEMHBIX )KYPHAJIOB AMUHHUCTPATOP UCIIONB3YET KOMaHay show
o
3 log u3 pexxuma enable. I1pu 3a1aHUK COOTBETCTBYIOIIETO [TapaMeTpa KOMaH bl HMEETCS BO3MOKHOCTb
3]
~]
5 BBIBECTH Ha KOHCOJIb a/IMUHHCTPATOPA CIASAYIONIYI0 HH(DOPMAIIHIO:
(<]
=
— 3aJJaHHOE KOJIMYECTBO MOCIICTHUX 3aIMUCEH (YMCIIO 3aMucei ),
< — Bce 3anucu (all);
5
s — 3aIlMCH B peXXUME HEMPEPHIBHOTO BBIBOAA (follow);
§ — 3aIlUCH U3 apXUBHBIX XypHAJOB (archive <uomep>).
[lepeueHb HaMMEHOBAHUN CUCTEMHBIX KYPHAIOB, KOHTPOJIUPYEMBIX aIMUHUCTPATOPOM:
]}
2
g — OOIIECUCTEMHBIN XypHAa (messages),
S
§ — JeiicTBus anMuHucTparopa (dish);
Q
— coo0IIeHus cepBUcoB (daemon);
e — coobmmenus sanpa (kernel),
©
N — cooOmenus, Tpedyrore BHUMaHus (alert),
Q4
o
2 — cooOmmenus 6e3onacHocTH (auth).
Q
S
S
(<]
o B Jlnecr
2o
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AJMUHUCTPATOp HMEET BO3MOXXHOCTh OTCJICKHUBATH TMOSBICHUE 3aJaHHBIX COOBITUH B
KypHajax TIOCPEJCTBOM TIOJIYYEHHSI COOTBETCTBYIOIIETO COOOIIEHUS Ha 3aJaHHBIA ajpec
aiekTpoHHOM TmouThl. [llabmoH oOTClEe)XMBaeMOro COOOIIEHUsT 3amaeTcs aaMUHUCTpaTopoM. B
HACTpOIKax CiIyObl 3a/1aeTcsi CIUCOK pacchUIKU. CooOIIEHNS Ha 3JIEKTPOHHYIO TIOUTY OTIPABIISIFOTCS
C TIOMOIIBIO CITYKOBI mailer.

B crnuckax KOHTpOJNsi IOCTyNa aJIMHUHUCTPATOp MOXKET CO3/1aBaTh NpaBHia OTOOpa IS
MOJIKIIFOUEHUS K ITOPTaM yIPaBJICHHS IO ONPEIEICHHBIM KpuTepusiM. CIIMCOK JOCTYIa JOJKEH ObITh
npuBs3aH K uHTepdeiicy. OuH U TOT K€ CIIMCOK MOXKET ObITh MPUBSA3aH K HECKOJIBKUM HHTepdercam.
Jlis npuBs3KM criycka K uHTepdelicy moMuMo UMEHH UHTepdeiica MOKeT OBbITh 3aJJaHO HaIlpaBJICHHE
Tpaduka oTHOCHTENbHO HHTEp(deiica (BXOAAMUI/MCXOAUN TpaduK).

AJIMUHUCTPATOp MMEET BO3MOXHOCThH IMOIYYaTh OIMOBEIICHHUS O BO3SHHUKHOBEHHH COOBITHUIN
0€30MacHOCTH, COOTBETCTBYIOIIUX 3aJaHHOMY aIMUHHUCTpaTopoM Imabmony. Ilpu oOHapykeHun
3aMycH, COOTBETCTBYIOIICH MIA0JIOHY, 3a/1a€TCsd YPOBEHb BAXXHOCTH COOOIEHUs (Hampumep, alert).
CoObITHS, YPOBEHb BAXHOCTH KOTOPBIX HE HUKE KKPUTHIECKOTOY, MOMAAIOT B CUCTEMHBIN JKypHAT
alert, u aIMUHHCTPATOP UMEET BO3MOKHOCTb TPOCMOTPETh TaHHBIE COOBITHS.

Jlns onepaTuBHOrO WHGOPMUPOBAHMS AIMUHHCTpATOpa O HACTYIUIEHUH TaKUX COOBITHUIN
ciyx0a BbIIaeT ClIeYIOIINe CUTHAIIBI TPEBOTH:

— 3HaK «!» BMECTO 3HaKa «#» B CTPOKE MPUTIIALICHUS] KOHCOJIH;

- 3ByKOBOI>'I CHUTHaJI OT BCTPOCHHOI'O IUHAMUKA,

©
5
S — OTHpaBKa cOOOIICHHI 10 MPOTOKOIY syslog Ha ynaneHHble syslog-cepBepa.
Q
3]
.§ NuaukaTop 3arpy3ku CHCTEMBI
S He cBerurcs Her 3arpy3ku

JKentblid MUTAOIININA OcymiecTBIISIETCS MPOLECC 3arpy3KU
S 3eneHblil HopwmanbHbliii pesxkium paboThI
'§‘ KpacHslii OmnbKa 3arpy3ku
2
° NHauKkaTop COCTOSIHUSI CHCTEMbI
I
= He cBeturcs Her snekTponuranus
o 3esIeHbIN Pabounii pexum
2
g NuaukaTop nopra ynpabJjieHUs
; 3eIeHbIi VYcTaHOBIIEHO cCOeqUHEHNE
© < )
K OpaHKeBbIii MUTAIOIINI OcymiecTBisieTcs 0OMEH

2.5.3 IIrarHoe BKJIIYEHHE U 3arpy3Ka

s [Tepen Brmouennem [TAK Dionis-CE momkeH ObITh TOATOTOBIIEH K PaOOTE B COOTBETCTBUU C
©
IS pasnenom 2.4 HaCTOSILEro TOKYMEHTA.
8
S
8
=
3
o B Jlnecr
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ITocne Bxmouenust [TAK Dionis-CE mpousBoautcs mojgadya mUTaHUS Ha OCHOBHYIO IIaty,
IPOIIECCOPHYIO IJIaTy, U Ha TUIaThl MOJYJIEH pacIIMpeHus, yCTAHOBJICHHBIX B OCHOBHYIO Tuiaty [TAK
Dionis-CE.

ITocne nogaun nuTaHus NPOU3BOJUTCA 3AIYCK IPOLIECCOPA BHYTPU MPOLIECCOPHOIO MOAYJIA, U
BBITIOJIHSICTCS 3arpy3Ka IporpaMMHOTo oOecrieueHusl.

2.5.4 BxJo4YeHHe MOC/Ie ABAPUITHOT0 BBIKJIIOYCHHS

[Tponecc Bkmouenuss Kommiekca B cinydyae (pUKcaluu CHCTEMON aBapUHHOTO 3aBEPIICHHS
IpeIbIAYIIEro ceanca paboThl (aBapUiHOE BBIKJIIOYEHHWE NMUTAHUSA WM JTUArHOCTUPOBaHHE cOOEB B
paboTe anmapaTHOTO/IIPOTPAMMHOT0 00ECTICUCHHSI) OTIIMYAETCS OT MPOLETYPHI IITATHOTO 3aITyCKa.

Bxitouenue mocie aBapuiHOTO BBIKJIIOYEHHS NPEAYCMAaTPHBAET BBIMOJHEHHE MPOIETyphI
KOHTPOJISI LIEJIOCTHOCTH kecTkoro aucka Kommekca. [Ipouenypa npoBepku 3aHUMAET OT OAHOM 10
HECKOJIBKUX MHUHYT (B 3aBUCHUMOCTH OT CTENEHHM 3alojHEeHus AUCKOB). [Ipu mosnoxuTesnbHOM
3aBepIICHUM MPOBEPKH AanbHEeHIMi 3amyck KomIulekca BBIOJHAETCA B COOTBETCTBHM C Pa3eiioM
2.5.3 HacrosmIero pyKOBOACTBAa. B ciydae, ecim 3arpy3kKy CHCTEMBI OCYLIECTBHUTb HEBO3MOXHO,
HE00X0/IMMO JIeHCTBOBATH COTJIACHO Pa3JieNly 4 HACTOSIIEr0 PyKOBOJICTBA.

2.5.5 Beiki104eHue

Jnist  mratHOoro  BBIKTIOYeHWsT Komruiekca HeoOXoaumMo BBeCTH KomaHAy poweroff

NPUBUIIETUPOBAHHOTO pexrMa enable.

Ilocne BBOma KoMaHAbl cHavajga 3aBepmiaercss pabora [1O, 3aremM BbIKIIOUAeTCS

©
g
©
° anekTponuTanue Komrekca.
Q
§ Omneparop MoKeT BBIKIIOUUTH KOMIUIEKC ¢ MOMOIIbI0 KHONKY BBIKIIOYEHUS Ha KOPITyCe.
Q
(<]
S 2.5.6 Ilepe3arpy3ka
Jns mepesarpy3ku Kommiekca HeoOX0AuMMO BBECTH KOMaHAy reboot mpuBHIETHPOBAHHOTO
g
‘% pexuma enable.
]}
= [Tocne BBoa komaH b1 reboot mporpamMmmHoe obecrieuenne Komruiekca Oyer nmepezarpyxeHo
o
I
= (mpouecc nepe3arpy3ku aHaJIOTHYeH MPOLECCy 3arpy3Ku, cM. paszaen 2.5.3).
g [Tpu BeIKIIIOUEHUUW/TIEpe3arpy3ke KomIuiekca BBITIONHSETCS aBTOMATHUYECKas MPOBEpKa Ha
o
3 HECOXpaHEHHbIe U3MeHEeHHs. Eciau afiMUHUCTpaTOp MPUMET pellleHrue HE COXPAHATh U3MEHEHHUs, TO
s . o
§ TeKkymas KoHurypanus running-config Oymer motepsHa. B 3ToM ciydae npu ciemyromen
3arpyske/mepesarpy3ke IporpaMMHOro obecredueHus OyneT NpuMeHeHa KOoH(urypamus startup-
£ config. Eciu Tekymas koHpurypamnus OyJaeT coxpaHeHa, TO IPU CIEeAYIOLIeH 3arpy3ke/mepesarpyske
©
o
3 OyIner mnpuMeHEHa COXpaHEeHHas KOH(Hrypauus, JeiiCTBOBaBIIAs [0 TNPUMEHEHUS KOMaHI
o
~]
,§ BBIKJTIOUEHHUSI/TIepe3arpy3Ku.
=
3
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Modnuck u dama

WUHe. Ne Oy6n.

B3am. uHe. Ne

Modnuck u dama

UHe. Ne noonn.
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ABTomaTH4eckas nepesarpy3ka Komruiekca BBIIOTHSETCS IPU HECOBMAACHUU (HaKTUIECKOTO
U DTAIIOHHOTO 3HAYEHUH KOHTPOJBHBIX CYMM M NPU BO3HUKHOBEHHWH KPUTHYECKHX OIIMMOOK sijpa
ONEPAMOHHOU CHCTEMBI.

[Tocne xaxmol aBTOMaTHYECKOW mepe3arpy3ku Komruiekca agMHUHUCTPATOP MPOBOJIUT
KOHTpOJIb paboTocnocoOHocTH Komriekca myrem mpoBepku menoctHoctd I1O cormacHo pasneny
2.5.7 HacTOALIETO PyKOBOJICTBA.

2.5.7 Tlepuoan4yecKHil KOHTPOJIb OCHOBHBIX XaPAKTEPHCTHK

Kontponb ocHoBHBIX XapakTepucTuk [TAK Dionis-CE BbImomHAETCS ¢ TOMOIIBIO TTPOLIETYPHI
MPOBEPKHU LEIOCTHOCTU MPOrPaMMHOT0 00ecTieyeHUsl.

[Tpu xaxxnom BrimoueHnu sekTponutanust [IAK Dionis-CE BeinosHseTCst pacyeT Cieayronmx
KOHTPOJIBHBIX CYMM:

— KOHTpPOJIbHAsI cyMMa 3arpy3oddoro cekropa (EMBR CSUM);

— KOHTpOJIbHAsi cyMMa 3arpy3uunka (Boot CSUM);

— KOHTpoOJbHas cymMa siipa cucteMsl (Kernel CSUM);

— KOHTpOJbHAast cymma mporpammuoro obecrnedenus [IAK «Kpunrtorpapuueckuit
monynb U250» HKBI'.468152.004 (U250 CSUM);

— KOHTPOJIbHAsE CyMMa KOHTPOJIMPYEMBIX CHUCTEMHBIX (ailloB MporpaMMHOIO
obecnieuenus (System CSUM).

Konrponsasie cymmbr Boot CSUM, Kernel CSUM, U250 CSUM u System CSUM
paccuuThiBatoTcs 1o anroputmy xemupoBanus (I'OCT P 34.11-2012). Kontponsnas cymma EMBR
CSUM paccuntsiBaercss o aiaroputmy CRC-32. IlomyyeHHble B pe3yibTare pacuera 3HAUYCHUS
KOHTPOJIBHBIX CYMM CPaBHUBAIOTCS C JTaJOHHBIMH 3HaueHUsSMU. [Ipu COBMAEHUU MOTYyYCHHBIX
3HAUEHUN KOHTPOJBHBIX CYMM C STAJIOHHBIMHU 3HAYCHHSIMH BBITIOTHSETCS 3arpy3ka MPOrpaMMHOTO
obecrieuenus [TAK Dionis-CE. Ilpu HecoBnmagieHMH KOHTPOJBHBIX CYMM C 3TaJOHHBIMHA 3HAYEHUSIMH
BeImostHsieTcst pectapT IIAK Dionis-CE.

[Mepuognuecku B mporecce padborel I[TAK Dionis-CE BeimonHsieTcs pacueT U CpaBHEHUE
KOHTPOJIBHBIX CYMM CHCTEMHBIX (alIoB ¢ WX JTAJOHHBIMU 3HadeHHWsIMH. [Ipu oOHapyx)eHUH
HECOBIAJICHUSI KOHTPOJbHOW CYMMBI C STaJIOHHBIM 3HAUE€HHUEM, B CHCTEMHBIM >KypHaj 3aHOCHUTCS
uH(poOpMallsg 0 HApPYLIEHUH LEIOCTHOCTU MPOrpaMMHOI0 00eCredyeHHUsl, OCIEe YEro BBIMOIHIETCS
nepe3anyck [TAK Dionis-CE B aBToMaTuueckom pexume.

AJZIMHHHCTPATOpP MMEET BO3MOXKHOCTh IPOBECTU PACUYeT KOHTPOJIBHBIX CYMM SijIpa CUCTEMBI,
KOHTpoJipyemoro (aitna nmporpammaoro odecnederus [IAK «Kpunrorpabuuecknit mogyias U250
HKBI'.468152.004 u daitnoB cucTteMHOro mporpamMMmHoOro obdecriedeHus mporecce padoter [TAK

Dionis-CE.
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J11s TOrO0 HEOOXOIMMO BBITIOTHUTH KOMaHY integrity.

B ciydae coBnaieHus BBIMMCICHHBIX KOHTPOJIBHBIX CYMM C 3TQJIOHHBIM 3HAYE€HUSIM, OHU Oy1yT
BbIBE/ICHBI Ha 3KpaH APM ynpaBieHus:

Kernel CSUM: <paccuntanHas ¢akTudecKkas KOHTPOJIbHAs CyMMa Ha SIPO CUCTEMbI>

U250 CSUM: <paccuuTaHHas (akTHUeCKash KOHTpPOJbHas cyMMa (aiia mporpaMMHOTO
obecnieuenue ITAK «Kpunrorpaduueckuit mogyns U250»>

System CSUM: <paccumntanHas GpakTHyecKkas KOHTPOJIbHAS CyMMa CUCTEMHBIX (aiijioB>

B ciydyae HecoBmaneHus KOHTPOJIBHBIX CyMM Ha 3KpaH APM ympaBrneHusi OyJaeT BBIBEIEHO
JTUArHOCTHYECKOEe COOOIIEHHE:

Kernel CSUM: <paccunrtanHas GpakTHuueckasi KOHTPOJIbHAS CyMMa Ha siIpO CUCTEMbI>

Error: Kernel integrity corrupted.

u/unu

U250 CSUM: <paccuutanHas (akTHYEeCKas KOHTPOJIbHAas cymMMma (haiiia ImporpaMMHOTO
obecnieuenue ITAK «Kpunrorpaduueckuit momynp U250»>

Error: U250 software integrity corrupted.

u/unm

System CSUM: <paccumTtanHas (hakTudecKas KOHTPOJIbHAS CyMMa CUCTEMHBIX (DailsioB™>

Error: System software integrity corrupted.

IIpu HecoBmageHMH (PAKTUYECKOTO W OSTAJOHHOTO 3HAYEHUH KOHTPOJIBHBIX CyMM

B

"'E skcruryataiuto [TAK Dionis-CE crnenyer 3anpeTuTs.

g CpenctBa KOHTPOJIS LIEIOCTHOCTH MPOTPAMMHOI0 00€CTIedeH sl TO3BOJISIOT BU3YAIU3UPOBATh

E 3HAUEHUS] KOHTPOJIBHBIX CYMM JJIS IIOCJIEIYIOIIETO CPABHEHHUSI C TAJIOHHBIMU 3HAYCHUSIMHA. [[71s1 3TOTO
HE00X0IUMO:

g — BBecTH KomaHay show version. Ha skpan APM ympaBnenuss Oyaer BbIBeIeHA

% cienyromas nHGOPMAIU: BEpCHsl TPOrpaMMHOTO obecrieueHust, Bepcus sapa Linux, gata cOOpkH,

S 3HaueHus: KoHTpoibHBIX cyMmM EMBR CSUM, Boot CSUM, Kernel CSUM, U250 CSUM, System

2 CSUM, Integrity;

°£ — CPaBHHUTH BBIBEJCHHBbIC HAa SKpaH 3HAYEHHsS] KOHTPOJBHBIX CYMM C YyKa3aHHbIMU B

§ pasmene 7 ®opmynapa HKBI.465614.752D0 3HaueHUsSMH I TPOTPAMMHOTO OOECTICUCHHS
RU.HKBI'.70007-07 (ITO DionisNX 2.0-3 BapuaHT cO0pKu 2).

% B mpouecce pynkmumonupoanust IIAK Dionis-CE BbInoiHs€TCs aBTOMaTHYECKasi IPOBEpKa

§ paborocniocobnoctn ITAK «Kpunrorpaduueckuit momyns U250» HKBI.468152.004. MuTepBan

E BBITMIOJTHEHUS! IaHHOM MPOBEPKU HACTPAUBAETCS C TIOMOIIbIO KOMaH IbI:

< di100G set <uHTepBaN MEXy IPOBEPKAMU B MHHYTaX>

g

;. § Jlnecr
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B ciydae BO3HMKHOBEHUS OMIMOKHU B TPOLIECCE BBHIIOIHEHUS IPOBEPKU PabOTOCTIOCOOHOCTH B
cuctemubiii kypHan IIAK Dionis-CE 3aHOCHTCS COOTBETCTBYIOIIAsl 3alHCh ¥ BBITOTHSIETCS
ABTOMAaTUYECKUH Tepe3amnyck.

B mpormecce QpyHKIIMOHUPOBAHUS MOXKHO BBIMOJHUTH TECTUPOBAHHE PabOTOCTIOCOOHOCTH
ycranoBneHHoro I[TAK «Kpunrorpadguueckuit momyns U250» HKBI.468152.004 ¢ mnomorbio
komans! dil00G check.

B cnyyae ycremHoro BBINOJIHEHUS NPOBepkH Ha 3kpaH APM ympaBnenust Oyne BbIIaHO
cooOLIeHHE:

U250 check OK.

B cnyyae Bo3HMKHOBeHHMs ommOku Ha 3kpaHn APM ynpaeneHus OyneT BbIBEIEHO
JIMarHOCTHYECKOE COOOIIeHHUE:

U250 check error.

JlaHHBIE O pe3ynbTaTax TECTUPOBAHUS 3aHOCSATCS B CUCTEMHBIN JKypHAJL.

[Ipy BO3HMKHOBEHMH OIIMOKHM B mporecce TectupoBaHus skcruryaTanuio [TAK Dionis-CE
CJIeZlyeT OCTaHOBHTD, BBIIIOJHUB Iepe3arpy3ky. B ciydae nmosBieHHs OmIMOOK TECTUPOBAHUS IMOCTE

BBITIOJIHEHHS Tiepe3arpy3ku skcruryaranus [IAK Dionis-CE 3ampenraercs.
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3. Texnuuyeckoe 00cCay:KUBaHHUE
3.1 O0mue ykazaHus

Texuuueckoe obcmyxuBanue [TAK Dionis-CE npoBoauTcsi ¢ Lenblo MOAJIEPXKAHUS €ro B
UCIIPAaBHOM TEXHHUYECKOM COCTOSHUM W BKJIIOYaeT 00bEM paboT, MPEIyCMOTPEHHBIX IEepeyHeM
OTeparyii 0 TEXHUIECKOMY OOCITyKHBAHUIO.

Buzpl TeXHHUECKOTO 00CITYy)KUBaHHUS:

— exenneBHoe (ETO);

— exemecsunoe (TO-1);

— rogosoe (TO-2).

[lepeuenp omeparuii mo TexHuueckomy obciyxuBanuio IIAK Dionis-CE mnpuBenen B

Tabymue 1.
Tabmuma 1
Buanbl TeEXHHYECKOIO Bpems
Iynkr HaumeHnoBaHue 00bekTa
00c/IyKUBAHUSA BBINOJTHEHH S
Po TO un pa6orsI
ETO | TO-1 | TO-2 (B yacax)
3.3.1 |IIpoBepka BHEIIHErO0 COCTOSIHUSI W YHUCTKA
+ - - 0,05
HapYKHBIX IOBEPXHOCTEH
3.3.2 |IIpoBepka ormoMOupOBaHMs + - - 0,05
g 3.3.3 |IIpoBepka KOHTAaKTOB COEAUHUTENEH U pa3bEMOB | - + - 0,15
©
o
3 3.3.4 |IIpoBepka paboTOCTIOCOOHOCTH + + + 0,3
Q
o
.§ 3.3.5 |IIpoBepka 3KCIIyaTallMOHHOW TOKYMEHTAIlU! - - + 0,3
S
] IIpu nposenenun TO-1 nomKkHBI BBIMONHATHCA Bce Meponpuatrus cornacHo ETO. Ilpu
g
©
> npoBeeHnn TO-2 moMKHBI BRITOIHATHCS Bee MeponpusTust coritacHo ETO u TO-1.
]}
2 .
@ K Texamyeckomy ooOcmyxuBanuto I[TAK Dionis-CE nmomyckaiorcs muia, H3y4duBIINE
I
<
AKCIUTyaTallAOHHBIE JOKYMEHTBI, MEPEUMCICHHbIE B BEAOMOCTH AKCIUTyaTallMOHHBIX JOKYMEHTOB,
(=] o ~
2 MpOIIeAIINEe TPOBEPKY 3HAHUK MO MepaM Oe3omacHOW paboOThl, W AaTTECTOBAHHBIE IS €ro
g
: 00CITy>)KMBaHUS.
©
Q Bce onepanun nmo texnuueckoMmy oOciyxuBaHuio [TAK Dionis-CE nomkHbl TpOBOAMTHCS
CBOEBPEMEHHO.
©
g
o o
3 A  BHHUMAHHUE! — Hesvinornenue (mubo HecéoespemMeHnoe 6blNoIHeHUe) onepayutl no
Q4
o
g MEXHUYECKOMY OOCIYHCUBAHUIO MONCEM Npueecmu K omKasam 6 pabome
(<]
= IAK Dionis-CE!
3
o A Jlnecr
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PeMOHT HeucnpaBHOCTEH, BOSHUKILIUX B IEPUOJ TAPAHTUITHOTO CPOKA BCIIEICTBUE HAPYILICHUS
IpaBUI TEXHUYECKOTO OOCITY)KMBAaHUS OOCITYXHUBAIOIIMM IE€PCOHAIOM, MPOMU3BOJUTCA 3a CYET
3aka3z4mka.

Pabortocnocobnocts ITAK Dionis-CE B TedueHue Bcero cpoka 3KCIuTyaTaluu oOecrieynBaeTcs

TOJIKO MIPH YCIIOBUH 0053aTEIHHOTO BHIOJHEHHS TPEOOBaHUN HACTOAIIETO pa3iena.

3.2 MepsblI 6e30macHOCTH
[Ipu npoBeieHNH TEXHUUECKOT0 00CITY>KUBAHUS JOJDKHBI COOMIOAAaThCS TPEOOBAHUS 110 MEpaM
0€301aCHOCTH, U3JI0KEHHBIE B pazjesne 2.1 HacTosIIero pykoBoACTBA.
PaboTel MO TEXHMYECKOMY OOCIYKMBAaHHMIO JOJDKHBI POU3BOAUTBHCS TONBKO IPH
BBIKJIFOUCHHOM  JIEKTPOIIMTAHUHU, TIPU OITOM JOJDKHBI COOJIOAAThCS IIpaBHUia ©O€30IacHOro

BBITIOJIHEHUS pabOT Ha 3JEKTPOYCTAHOBKAX.

3.3 IlopsinoK TeXHUYECKOro 00CTyKUBAHUSA
3.3.1 IIpoBepka BHeHIHEro COCTOSIHUA M YMCTKA HAPYKHBIX IOBEPXHOCTEN
KonTponbHO-u3MepuTenpHas anmnaparypa: OTCyTCTBYeT.
HNHCTpyMEHT: OTCYTCTBYET.
PacxonHble MaTepHaibl: OTCYTCTBYIOT.

[IpoBepuTh BHEIIHEE COCTOSHHE KOpIyca, YOEOUThCS B OTCYTCTBUU MEXAHUYECKUX

g MOBPEKICHUI HA KOPITyCE.
©
o o
3 [IpousBecTH OYUCTKY HapYXKHBIX MOBepXHOCTEH. cmoap30BaTh B KaUECTBE BETOIIU TOJIBKO
Q
o
g MSITKYEO XJIOMTYAaTOOYMaXKHYIO TKaHb.
S

A BHUMAHME! — 3anpewaemcs evinoansams pabomst Ha sxnrovennom ITAK Dionis-CE!
S
; 3.3.2 IIpoBepka omIOMGHPOBAHMS
§ KoHTpoapHO-u3MepuTenpHas anmnaparypa: OTCyTCTBYeT.

HNHCTpyMEHT: OTCYTCTBYET.

]}
2
g Pacxonnbie MaTepuabl: OTCYTCTBYIOT.
S
3 [IpoBepuTh COXpaHHOCTb U COCTOSHHUE IUIOMO BH3YalbHBIM OCMOTPOM B MeCTax
3¢
« ormtombupoBanus. [IpoBepuTh HanmWuue 3amucedl O MIOMOMPOBAHMM WM O BCKPBITUH IUIOMO B
o nokymenre ««lIporpammHo-anmapatuelii  komruiekc  «KananmpHbli  mmugparop «Dionis-CE».
g
3 Oopmynsip» HKBI'.465614.75200.
3
Q4 <
8 3.3.3 IIpoBepka KOHTAKTOB COeIMHUTEJIed U pa3beMOB
[
Q
2 KoHTponbpHO-u3MepuTenpHas annaparypa: OTCyTCTBYeT.
S
(<]
o B Jlucr
2o
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HNHCTpyMEHT: OTCYTCTBYET.

PacxonHble MaTepHaibl: OTCYTCTBYIOT.

[Ipow3BectTn BHemHUN OCMOTp Kabeneit. I[IpoBeputh BHeIIHEE COCTOSTHUE KabOens
ANEKTPONUTAHMS Ha IPEIMET HAJIMYKS MOBPEXKIEHUN 000JI0UKH U EPEKPYyUNBAHUM.

OYHUCTUTH CYXOI>'I BETOIIBKO COCAUHUTCIIbHBIC Ka0ex OT IBUIH U rpsa3u.

A BHHUMAHHME! — 3anpewaemcs evinoansme pabomel na exniouennom IIAK Dionis-CE u
npumeHsamv Ol YOANeHUs Noliu U 2psA3Uu OeH3UH U opyeue HCUOKOCmu,

paspywarowue (nogpescoaoujue) 000104Ky kabeneti!

3.3.4 IlIpoBepka padboTOCIIOCOOHOCTH
KoHTponpHO-u3MepuTenpHas annaparypa: OTCyTCTBYeT.
HNHCTpyMEHT: OTCYTCTBYET.
Pacxoanbie MaTepuabl: OTCYTCTBYIOT.
[TpoBepka pabotocnocobHocTn ITAK Dionis-CE mpou3BOAUTCS aBTOMATHYECKH IOCTIE

BKJTIOYEHUS dieKTponuTanus. [lopsaok mpoBepkH n3IoxeH B Tabiuie 2.

Tab6muna 2
CpencrBa KoHnTpoJsbHbIe 3HaYeHHSA
U3MepeHu i, napamMeTrpos
BCIIOMOTraTe/IbHbIe
© HaumenoBanue padorsl | KT0 BhINOJIHSACT
£ TeXHHYecKHne
N ycTpoiicTBa U
§ MaTepuaJIbl
§ Bremnwnii ocMoTp Omnepatop - Buemnnii Bug [TAK Dionis-
= CE (manmuywue miaomo,
HapanuH BMATHH, CKOJIOB Ha
g KOopIyce)
> KonTposb Omneparop, - Nunukanus 3arpy3ku
2 BKITIOUEHUS/3arpy3KH1 aIMHUHHICTPATOP CHCTEMBI, COCTOSTHUS
;,;5 CUCTEMBI, IOPTa YIpaBIEHUS
Ilepnonnueckuit AnMuHUCTpaTop - 3HaueHUs! KOHTPOJIbHBIX
g KOHTPOJIb CyMM
o paboTocrnocoOHOCTH
I
3 KonTposb AJMUHUCTpPATOP - 3HaYeHUsI KOHTPOJIbHBIX
s
g paboTocnocoGHOCTH CyMM/ UHIUKALIUS 3arPy3Ku
MOCJie YCTaHOBKU CUCTEMBI, COCTOSIHUS
OOHOBJICHUH CUCTEMBI, IIOPTA YIPABICHUS
g Buemnuii ocmotp ITAK Dionis-CE Beimonusiercsa exenneBno. [TAK Dionis-CE cuunTaercs
©
o o
3 paboTocrocoOHBIM, ecii OH (GYHKIIMOHUPYET 0€3 3aMeuaHuil, © B MOMEHT MPOBEPKU OTCYTCTBYIOT
Q4
o
.§ CHTHAJIbI TPEBOTH.
S
S
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KoHTponb BKIIIOUEHHA/3arpy3KH MPOBOAUTCS MPH KAXKIOM BKIIOUEHUH/3arpyske. Omeparop
(aIMMHHCTPATOP) KOHTPOJIMPYET Mpolecc 3arpy3ku nporpammuoro obecreuenusi. IIAK Dionis-CE
cYMTaeTCs PpabOTOCIOCOOHBIM, €CIM TIOCNIe BKJIIOYEHHUs W 3arpy3ku/mepesarpysku [10 1Ber
WH/IMKATOpa 3arpy3KH CHCTEMBI OT JKEITOr0 MHTAIONIET0 PeKuMa (MHAMKAIKS MpoIecca 3arpy3Ku)
U3MEHUTCS Ha 3€JICHBIN (MHIUKAIMS HOPMAJIbHOTO PeXHMa paboThl), a IBET MHIUKATOPA COCTOSHUS
CUCTEMBI OYZeT 3eNeHbIi (MHAUKAIS padodyero pexnma).

[lepuonuueckuit KOHTPOJIb PAOOTOCTIOCOOHOCTH BBITIOIHSACTCS B CIEAYIONUIUX CIIydasx:

— TI0 TUTaHY MIPOBEACHUS IEPUOTUIECKOTO KOHTPOJIS;

— TIpU BO3HHUKHOBEHUM HeucnpaBHocTH (c60s) [10 B mpouecce paboTsr,

— TI0CJIE aBTOMATHYECKOM Mepe3arpy3KH.

[lepuonuueckuif  KOHTPOJIb  pabOTOCHIOCOOHOCTH  OCYIIECTBIISICTCSI IYyTEM  IPOBEPKH
nenoctHoctu 110. Ilpu mpoBeneHHH KOHTPOJS pabOTOCIOCOOHOCTH aJIMUHHUCTPATOP MPOBOIUT
NIPOBEPKY C BBIBOJIOM Ha 3KpaH BBIYHCICHHBIX KOHTPOJIGHBIX CYMM C ITOMOIIBIO KOMaHIbI integrity,
1100 WCIIOJIb3YEeT BO3MOXKHOCTh BH3YaIM3allMW 3HAYEHUH KOHTPOJBHBIX CYMM JUISl TIOCJIEAYIOMIETO
CpaBHEHHMS C ATAJOHHBIMU 3HAUYECHUSIMHU C TIOMOILIBIO KOMaH/bI show version.

KonTtpons paboTocnocoOHOCTH Mocie YCTaHOBKH OOHOBIICHH TPOBOIUTCS HETIOCPEACTBEHHO
Cpa3y Iociie YCTaHOBKH OOHOBJICHHUI ITyTeM, MPOBEPKH LEIOCTHOCTU. [ TpoBeneHMs] MPOBEPKH
agmuHucTpaTop mpousBoautT nepesarpy3ky ITAK Dionis-CE, mocne dero mpoBepsieT 11€10CTHOCTh

[1O.

©
5
Q
3 Ilopsnox mposeneHus nposepku nenoctHoctd 11O um3noxkeH B paznene 2.5.7 HACTOALIETO
Q
o
2 JIOKYMEHTA.
Q
° (v
= B ciayyae HEBO3MOXHOCTH TMOJIy4€HHUSI KOHTPOJIbHBIX 3HAUEHUH MapaMeTpoB, YKa3aHHBIX B
tabnuie 2, oneparop (aAMHUHHCTPATOP) HEMEIJICHHO COOOIIaeT 00 3TOM PYKOBOAMTENO paboT U
g
‘,g. JIEUCTBYET COTJIaCHO pa3zieny 4 HACTOSIIEro JOKYMEHTA.
2 N
< 3.3.5 IlIpoBepka 3KCILIYaTAMOHHOMH JOKYMEHTALMH
I
<
KonTponbHO-u3MepuTenpHas anmnaparypa: OTCyTCTBYeT.
2 WHCTpYMEHT: OTCYTCTBYET.
o
I
3 Pacxonnbie Matepuaibl: OTCYTCTBYIOT.
s
© )
& [IpoBeputh KOMIIEKTHOCTH D] cornacHo TokyMeHTy «lIporpamMHO-anmapaTHbiii KOMILJIEKC
«Kananpnbrit mmdparop «Dionis-CE». BenoMocTs 3KCITyaTaliiOHHBIX JOKYMEHTOBY.
©
E [TpoBepuTh MPaBWIBHOCTh BeAcHHS (opMylisipa, oOpaTHB BHUMaHUE Ha CBOEBPEMEHHOCTH
3 3aMiCcH CBEACHHWA O TUIOMOMPOBAHUM, KOJIMYECTBE OTPa0OTAHHBIX YacOB, y4eTe HEUCIIPaBHOCTEH
o
~]
§ (0TKa30B), MPOBEICHUN TEXHUIECKOTO 00CITYyKUBAHUS.
=
3
(<]
o B Jlnecr
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4. Texkymuii peMOHT

Pemontr ITAK Dionis-CE ocymiecTBisieTcss TOJBKO B YCIOBHSX 3aBOJA-U3TOTOBHUTEIIS.

[lepevyeHb OCHOBHBIX HEHCIIPABHOCTEW U METOJIbI UX YCTPAHEHUS MPUBEICHBI B Ta0HIe 3.

Tabnuua 3
HeucnpasHocTb Ilpuunna JlelicTBHUS 110 YCTPAHEHHUIO
I[MAK [TAK Dionis- |He Bkimtouen IIpoBepuTs  moONMOXKEHHWE  BBIKIIOYATENS  HaNpsKEHHS
CE He BIIIOYaeTCsl  |BBIKJIIOYATETD nuraroneld ceTd. 1IpoBepUTs MOIKIIOYEHNE, UCIIPABHOCTH

HaINpsOKeHUs TATAIoIEN
CETH.

He noaxmrouen minm
HEHUCTIPABEH CETEBOI
kabens. Hemcnpasen
010K MUTaHHUSA

CETEBOTO Kabems M HaIMJYUe HAIPSHKCHHUS B CETH. 3aMECHUTH
ceteBoif Kkabenb. Ecimm HEHWCIIPaBHOCTH TIOBTOPHIIACK,
Kommuiekc moane:KuT peMOoHTY WU 3aMEeHE Ha TIPS ANPUSTHH-
HM3rOTOBHUTETIE

He npoussoaurcs
3arpyska 10,
TIPOU3BOJIUTCS
aBTOMAaTUYCCKas
nepesarpyska

Hecosnanenue
(haKTHYECKOro U
3TAJOHHOTO 3HAYCHUM
KOHTPOJIBHBIX CYMM,
HAJTNYNE KPUTHUCCKUX
ommoOok sigpa OC

Brikmounts ITAK Dionis-CE, OTKIIOYHB €ro MHTaHHE C
TIOMOIITHIO KHOTIKH BBIKJTFOUEHHSI Ha KOPITyCe.
Brmounts  ITAK  Dionis-CE  cormacuo
KOHTPOJUPOBATH MPOIIECC 3arPy3KH.

Ecnu HeucnpaBHOCTH HE MOBTOPUIIACH, IPOBECTU KOHTPOIb
pabotocniocodHocTu ITAK Dionis-CE.

Eciu  HewcnpaBHOCTH  MOBTOPHIIACH,  MPOrpPaMMHOE
obecneyenne [TAK Dionis-CE moanexxut nepeycTtaHOBKE B
YCIIOBUSX MPEAIPUSTHS-U3TOTOBUTENS

m 2.5.3,

ITocne 3arpy3ku
I1O na skpan LCD-
NaHeIH He
BBIBOAMTCS
HPUTIIAIICHHE K
BBOJIY JIOTHHA U

He paboraet B mrtaTHOM
pexume 110

Brikmounts TTAK Dionis-CE, OTKIIOYHB €ro MHUTaHHE C
MTOMOITIBIO KHOTIKY BBIKITIOUCHHS Ha KOPITyCE.
Bxmounts  ITAK  Dionis-CE  coriacHo
KOHTPOJIUPOBATH MPOIIECC 3arPy3KHU.

Ecmm HeucnpaBHOCTE HE MMOBTOPHIIACH, IPOBECTH KOHTPOIH
pabotocniocodHocTu ITAK Dionis-CE.

m2.5.3,

% napost Ecnu HewcnpaBHOCTH MOBTOpHIIACh, KoOMITIEKC MOMICKUT
N PEMOHTY WY 3aMEHE Ha NMPEeNPUSITUA-U3TOTOBHUTEIIC
§ He nmpomssoautcst  |OTCyTCTBYET [IpoBepuTh  COOTBETCTBME  ammapaTHOH  ILIAT(GOpPMBI
5 3arpyska TEeXHUYECKast YCTaHOBJICHHBIM TpeOoBaHMsAM. B ciydae coOTBETCTBHA
2 MIOJIy4EHHOI'O BO3MOXHOCTb nepezarpy3uts [TAK Dionis-CE 1 MOBTOpHO BBINIONHHUTH

obnosnenus 10 MIPOBEICHUSI OOHOBJICHUS | OOHOBIICHHE.

Ecmm HemcnpaBHOCTH MOBTOPHIIACH, OOPATUTHCS B CITYy)KOy

\é TEXHUYECKON MOAJCPIKKHU NMPEIIPHUSITHSI-M3TOTOBUTENS
° Heso3morxHO He nonxmrouen nm [oaxmounts (3ameHnTh) Kabens Ethernet
< HACTPOHTH HEHCIIPABEH KaOelb
§ napametpsl TCP/IP- |Ethernet

KOMIIOHEHT, HemnpasunsHo [Iposeputs nHactpoiiku cetn Ethernet. Iloaxmounts TTAK
2 OTCYTCTBYET HactpoeHsl mapameTpsl | Dionis-CE mo Ethernet x 11000# JIOKanbHOH CeTH WM
o yIpaBiiCHHE Ethernet I[I9BM. Eciau cBs3p ycTaHOBUTH He ymaercs, Ethernet-
3 ananrtep HeucnpaseH, v [TAK Dionis-CE nmomie:xxut peMoHTY
H WJIY 3aMEHE Ha NPeNPHUATHA-U3TOTOBUTENE
Q HecoBmanenue Hapymiena rienoctaocts | Beikmounts [TAK Dionis-CE, OTKIIOUHMB €ro mUTaHUE C

(haKTHYECKOro U ITO ITAK Dionis-NX MTOMOITIBIO KHOTIKY BBIKITIOUCHHS Ha KOPITyCE.
. 3TaJOHHOIO Okcmyaranuio [TAK Dionis-CE npekpatuts.
S 3HAYEHUU IIporpammuoe  obGecrieuenne  Komruiekca — MOIICKUT
3 KOHTPOJIBHBIX CYMM MIEPEYCTaHOBKE B YCIOBUSX MPEATIPUATHA-U3TOTOBUTEIS
g
S
S

1 CucTeMHBIN pasacia 110 HCIIOJIB3YCTCS B PCIKUME «TOJIbKO Ha YTCHUEC» U HE MOKET OBITH MO,HI/I(l)I/IHI/IPOBaH B YCJIIOBUAX
OKCILTYaTUPYIOIIEH OpraHn3anun

'§
E. 3 Jlucr
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Modnuck u dama

WUHe. Ne Oy6n.

B3am. uHe. Ne

Modnuck u dama

UHe. Ne noonn.

3943

5. Xpanenmue
ITAK Dionis-CE paccuntan Ha XpaHEHHE B CyXOM U OTaIlJIMBAEMOM CKJIaJICKOM MTOMEIICHUH,
UCKJIIOYAIOIIEM BO3JEWCTBHE aTMOC(EPHBIX OCAJKOB, B TPAaHCIOPTHOM YMAKOBKE, MPH YCIOBUHU
OTCYTCTBUS B BO3yX€ MaPOB KUCIIOT, IET0YEH U IPYTUX arpeCCUBHO JCHCTBYIOUINX BEIECTB.
B ckianckux moMenieHusx 10 KHbI 00eCIeunBaThCS CIEYIONINE YCIOBHS XPaHEHHUS:
— TeMIiepaTypa okpysxkaromiero Bo3zayxa ot 0 qo mioc 50 °C;
— OTHOCHTENbHAs BIAXKHOCTh BO3/lyXa Ipu Temneparype mioc 25 °C He 6onee 90 %.
PacnaxoBky ITAK Dionis-CE B 3uMHee BpeMst IpOU3BOIUTH B OTAIJIMBAEMOM IIOMEIIEHUH ITPU
Temreparype ot mioc 5 10 mmoc 35 °C npu OTHOCUTENbHON BIaXKHOCTH Bo3layxa He Ooiee 80 %,
IpeBapUTENLHO BBIZIEPIKAB €0 B ’TOM ITOMEIICHUH HE paCllaKOBaHHBIM B TEUCHHE HE MEHEE YeThIpeX

YJacoB.

Jincr
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Modnuck u dama

WUHe. Ne Oy6n.

B3am. uHe. Ne

Modnuck u dama

UHe. Ne noonn.

3943

6. TpancmopTupoBaHue

TpancnoptupoBanue IIAK Dionis-CE mnpousBoguTcss B TpPaHCHOPTHON  yIIaKOBKE
aBTOMOOMJIBHBIM, KEJI€3HOJOPOKHBIM, AaBUAIMOHHBIM WJIM BOJHBIM BUJAMU TPAHCIIOPTA B YCIIOBHUSAX,
UCKITIOYAIOIINX MEXaHUYECKHE TIOBPEKACHUS, IPSIMOE MOTaJaHue Ha YIIAaKOBKY BJIaru, MbLUTH, TPS3U U
aTMOC(EPHBIX OCAJIKOB.

[Ipu tpancnoptupoBannu [TAK Dionis-CE B okpyxatomielr cpene HE JOKHO OBITh MapoB
KHCIIOT, IEJI0YEH WM IPYTUX XUMUYECKUX aKTUBHBIX BEILIECTB, Taphl U I'a3bl KOTOPBIX MOT'YT BbI3BAaTh
KOPPO3HIO.

Tpancnopruposanue ITAK Dionis-CE aBTOMOOHIBHBIM TPaHCIIOPTOM OCYILECTBIISETCS TPU
YCIOBUM OOECTICYEHHUsT YCTOMYMBOTO TMOJOKEHHUS TPAHCHOPTHOM YMAaKOBKH, HWCKJIIOYAIOLIETO €€
HepeMelleHe BO BpeMs TPAaHCIIOPTUPOBAHHUS.

TpancnoptupoBanue [TAK Dionis-CE mo »ene3HbIM J0oporaM OCYIIECTBISETCS B KPBITHIX
BaroHax, a B OTKPBITBIX BArOHaX U BOJHBIM TPAHCIIOPTOM — TOJIBKO B KOHTEHHEpax.

TpancnoptupoBanue I[IAK Dionis-CE aBuanMoHHBIM TpPAaHCIIOPTOM OCYIIECTBISIETCS B
repMETU3UPOBAHHOM OTCEKE.

He pomyckaercs kaHToBaHHMe. TpaHCopTHas ymakoBKa JOJDKHA OBITh YKpeIuieHa B
TPAHCIOPTE TAaKUM 00pa3oM, YTOOBI OblIa HMCKIIOYEHAa BO3MOXKHOCTh €€ MaJCHUs, CMEIICHUS U

COyJapeHHS.

Jincr
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Modnuck u dama

WUHe. Ne Oy6n.

o

B3am. uHse.

Modnuck u dama

UHe. Ne noonn.

3943

7. 3asoackue HacTpoiiku [TAK «Kanansubiii mugpparop Dionis-CE»

[P-anpec — 192.168.1.1 / 24
Macka noxacetn — 255.255.255.0

OcHosuoi nuto3 — 0.0.0.0.

Nms monk3oBarens s nocryna — adm

[Tapons monbp3oBaTens id Joctyna —adm

szm|
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8. Hacrpoiika ycrpoiictBa dil00G

8.1 IlpexBapuTeabHbIe YCI0BHS yCIeIHON HACTPOiiKkH ycTpolicTBa dil00G

ITpu Brmoyenun Dionis-CE mnpoucxoaut 3arpyska cucremsl dionisnx-cw. Ilpu 3arpyske

cucteMsbl dionisnx-cw omnpenensercss Haauuue B MamuHe ycrpoictB dil00G, ux nepexoduryparus

(3arpy3ka BTOpUYHOM TIPOIITUBKH) M MPOBOIATCS HEOOX0AUMbIe TeCThl. Ecim kakoe-11ub0 ycTpoicTBO

HE TPOXOJUT XOTS Obl OAWH M3 TECTOB, OHO OJIOKHPYETCS A0 MPOBEACHHS CIICAYIONIEH Oreparuu

TCCTUPOBAHMUA.

TectupoBanre MOXKET OBITH IPOBEACHO JHMO0 aBTOMATUYECKH MTPH ITOBTOPHOM 3arpys3ke, J1nbo

HEMOCPEACTBEHHO B IpoIlecce BHIMTOTHEHHU KOMaH bl cOpoca ycTpoiicTBa B enable-pexume.

B cnydae moBTOpHOTO ymaduHoTro 3aBepiineHus TectupoBanus ycrpoiictsa dil00G, 610kupoBka

¢ Hero cHuMaetcs. B ciiydae Tpex u Oosiee HEyJauHBIX TECTOB MPHU 3arpy3Ke CUCTEMBbI OJIOKHPOBKA

MOXET OBITh CHATa TOJBKO Ha mpeanpusruu-usrorosutene Dionis-CE B mpouecce mnpoBeneHus

PEMOHTHBIX padoT.

[Tepen nactpoiikoii uarepdeiicoB dil00G mommken ObITh 3arpyxen kimtou gocrymna (K/I). On

HeoOxoauM i 6e3omacHoro Xpanenus cBsi3aHHbIX ¢ dil00G naHHBIX B CHCTEME.

Kpome Toro, m0mkHBI OBITH MMIOOPTHPOBAaHBI HEOOXOAMMbIe disec KIIOYHM ISl YCTAaHOBKU

KaHaJsa mudpoBaHusl.

[Tponenypsl mHHMIMaNM3auu, 3amucu u 3arpy3ku KJ[, a Tak >xe mmmopTtupoBanus disec

KJIIOUel onucanbl B PykoBoacTBe mosb3oBaTens B pazaene Kpunrorpadusi.

©
g
©
3 8.2 IIpumep Hacrpoiiku ycrpoiictBa dil00G ogHoi U3 cTOPOH
Q
E [Tpeanonoxum, K] yxe 3arpyxeH 1 UMIIOPTHPOBaHHI JiBa disec Kioya:
S (config)# do show crypto disec key
Serial: 100, locals: 2,4
g
‘,% Serial: 200 , locals: 2,4
2 . . .
¢ Torna MmuanmanbHas HacTpoiika ycrpoiictBa dil 00G MOXKET BBITJISACTH CIASAYIOIMUM 00pa3oM:
s (config)# crypto di100G 0
2 (config-cypto-di100GO)# port 1
o
5 (config-cypto-di100G0-port1)# local-serial 100
s
§ (config-cypto-di100GO-port1)# local-cn 2
(config-cypto-di100GO-port1)# remote-serial 200
© .
E (config-cypto-di100GO-port1)# remote-cn 4
;3 ITocae BBOJa JTUX KOMaHI 6y,Z[CT CO3AaHO COCOAMHCHUC U HWHUIHAIU3UPOBAHBI
~]
'§ kpunrorpaduaeckue ganabie 11t yerpoiictBa dil00G 0.
=
g
E. g Jlnecr
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Otxmounts mmdposanue ethernet-gppeiimoB ¢ Tunom, Hanpumep 0x8080 BO3MOKHO BBOJOM

KOMaHA:

(config-cypto-di100GO-port])# ethertypes

(config-cypto-di100GO-port1-ethertypes)# unencrypt 0x8080

BomoxHO oTKII04nTh 10 16 THIOB ethernet-ppeiiMOB BKIIOUUTENBHO.

Bxuttouenue mumppoBanus Ha HHTEpQeiice ycTpoiicTBa MPOU3BOIUTCS BBIIOJIHEHUEM KOMaH/I:
(config-cypto-di100GO)# port 1

(config-cypto-di100GO-port1)# encrypt

[Ipouenypa BkioueHUs MHUQPPOBAHUS MOXKET 3aHATH HEKOTopoe Bpems. Kak mpaBuiio, oHO

COOTBCTCTBYCT BPCMCHHU BBIYHUCICHUA NOCICAOBATCIBHOCTH KJTIoueH COCAUHCHHUA IO AJITOPUTMY

“Ky3HEUMK .

Brixirouenne mmdpoBaHus MPOU3BOIUTCS KOMAHIOM:
(config-cypto-di100GO-port])# no encrypt

YI[aJIeHI/IC BCECX KpI/IHTOI‘paq)I/I‘ICCKI/IX JaHHBIX BMCCTC C JAHHBIMH COCAUHCHHA AOCTHUTACTCA

BbI3OBOM KOMAaH/ABI:

(config)# no crypto di100G 0

8.3 Ilpumep Hacrpoiiku ycrpoiictBa dil00G BTOpPO# CTOPOHBI

AHaJIOTUYHO, Ha BTOPOIl CTOpOHE T0JIKEH OBITh 3arpyskeH K/I 1 ummnoptupoBans! disec KIIIOYH:

‘g (config)# do show crypto disec key
E Serial: 100, locals: 2,4
E Serial: 200 , locals: 2,4
(<]
= Hactpoiika, cOOTBETCTBYIOIIAS TPUBEICHHOMY IIPUMEPY MEPBO CTOPOHBI OYIET BBITIIAICTH
_ KaK:
g
:% (config)# crypto di100G 0
; (config-cypto-di100GO)# port 1
N
(config-cypto-di100GO-portl)# local-serial 200
2 (config-cypto-di100GO-port1)# local-cn 4
(]
E (config-cypto-di100GO-port1)# remote-serial 100
§ (config-cypto-di100GO-portl)# remote-cn 2
E (config-cypto-di100GO-port])# ethertypes
3 .
g (config-cypto-di100GO-port1-ethertypes)# unencrypt 0x8080
3
S
3
g § Jlnecr
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8.4 lonosiHuTe/IbHBIE ONIIMU HACTPOKHM HHTepdeiicoB ycrpoiicTtBa dil00G
8.4.1 Pexum rs-fec
Cy1iecTByeT BO3MOKHOCTh BKIIIOUEeHHs paboThl nHTEep(deiicoB ycrpoiictBa dil00G B pexxnme
rs-fec:
(config)# crypto di100G 0
(config-cypto-di100GO)# port 1
(config-cypto-di100GO-port1)# rs-fec
Ha wunrepdeiice portl (BuemmHsii ceth) ycrpoiictBa dil00GO BxmroueH pexum rs-fec.
Amnanornyso Juist uaTepdeiica portQ (BHyTpEHHSISI CETh).
8.4.2 3amena tag control information
Crnenyromasi oniuys IPeaNnuchiBaeT cOpackiBaTh Kakue JUOO JaHHBIE B MOJsAX tag control
information ethernet-3arosoBKOB MakeToOB, MPOXOANIUX BO BHEIIHIOK ceTh (portl):
(config)# crypto di100G 0
(config-cypto-di100GO)# port 1
(config-cypto-di100GO-port])# tag output clear
[Ipumep ycranoBku 3HaueHui vid u prio:
(config)# crypto di100G 0
(config-cypto-di100GO)# port 1
(config-cypto-di100GO-port1)# tag output vid 10 prio 5

©
g
© o
° Ecnm He yka3zaHO KakoW-1100 mpeoOpa3zoBaHNEe UCXOMASIIETO Tera Ha KaKOM-TH0O0 U3 TTOPTOB,
a ~
§ BXOJAIIMA TEr HACIEYETCH.
Q
S 8.4.3 Komanapbl enable-pexuma

Urto6s! HayaTh MmK(pOBaHKE C MPOU3BOJIBHOIO KII0Ya COETUHEHUS, HApUMED, 10 HOMEPOM
g . o
‘% 1000, nns Havaysa HeoOXomuMoO yOemuThes, uTo mmdpoBanue Ha wHTEpdeiice port 1 ycrpoiicTBa
(=] .
2 di100G oTkir0u€HO, a 3aTe€M BBIIOJIHUTH KOMaHIY:
o
I .
= # crypto dil00G 0 set encryptor key 1000
g [Ipu 3TOM HOBOE 3HAUEHHE HOMEpA KJII0Ua HE MOXKET ObITh MEHBIIIE TEKYIIETO.
o . . .
z Cucremnsrii copoc yctporictBa dil00G ¢ mpoBeaeHHEM HEOOXOUMBIX TECTOB:
s .
§ # crypto dil00G 0 reset

[Tocrme cOpoca ycTpoiicTBa OHO 3aOJMOKUpPYETCS IO CIEAYIOUIEH Mepe3arpy3ku. Y IaqHoe
g IIPOXOKICHUE TECTOB COpPAchIBAECT CUETYMK HEYJAuHbIX 3arpy3oK. HeygauHoe mpoxokJeHUue TeCTOB
©
o
3 HE YBEJIMYMBAET CYETUYUK HEYIaYHbIX 3aIPy30K.
o
~] o
,§ COpoc BbIpaObOTaHHBIX KIIIOYEH COEAMHEHUS M TEKYyIIero HoMmepa Kiroua Immdparopa
= .

BBITIOJTHSETCSI MPU OTKIFOYCHHOM MIH(PPOBAHUU KOMAH IO

S
(<]
o B Jlnecr
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# clear crypto di100G O port 1 kseq

Copoc craructuku uatepdeiicoB dil00G goctyneH yepe3 BHITOIHEHNE KOMAH/IbI:

# clear crypto di100G 0 port stats

JIn6o xomanaou mist portQ (nHTEpdelic BHYTpEeHHEN CETH):

# clear crypto dil00G 0 port O stats

WM KOMaHJou aiist port] (MHTEpdeiic BHEIIHEH ceTH):

# clear crypto dil00G O port 1 stats

[Tonyunts crmcok ycrpoiictB dil00G B cucTeMe ¢ HMX TEKYIIUMU COCTOSHHUSIMH MOXKHO
BBITTOJIHUB KOMaH/Ty:

# show crypto dil00G

di100GO (rev. 1.48): 41.3 °C

port0: up, rs-fec, output tag { default }

portl: up, encrypt, encryptor keys { ready [ 20 ] }, decryptor keys { ready [ 0 ] }, output tag {
default }, unencrypt ethertypes { 0x8080 }

B cucreme omno ycrpoiictBo dil00G ¢ mpommBkoii Bepcuu 1.48. Kioun mudpoBanus
MOJIHOCTBIO 3arpyKEHbI, TEKymUid HoMmep Kimoda mmdpoBanus 20. AHAJIOTUYHO, KIIIOUH
pacmuppoBBIBaHUST TIOTHOCTBIO 3arpyKeHbI, TEKYIIMA HOMep Kioda pacmudpoBeiBanus 0.
Temmneparypa uuna 41.3 °C. lludppoBanue Ha uHTepdeiice BHemHeH ceTn BKIO4eHO, ethernet-

uHTepdeiicsl noakmoueHsl. OTkimoueHa nepuoanueckas npoBepka CRC 3arpyeHHBIX KIIOUYeH

©
g
©
° (Oms). ITakets! ¢ ethertype, paasiM 0x8080 He OymyT mmdpoBaThCs.
Q
§ BbiBo1 KOMaHBI B 4aCTH COCTOSTHUS 3arpy:KEHHBIX KITIOUEH MOXKET UMETh BUJ:
Q
S portl: up, encrypt, encryptor keys { pending [ 20 ] }, decryptor keys { ready [ 0 ] }, output tag
{ default }, unencrypt ethertypes { 0x8080 }
‘:; To ects BMecTO “ready” mpucyTcTBYeT ciioBo “pending”. ITo 03HAYaeT, YTO MO KaKoW OO
2 IpPUYMHE YacTh KJIIOYEH MOKa ellle He Obljaa 3arpykeHa MEHEKEpOM KIIIouel, HO OyIeT 3arpyxeHa
o
I
= O3 THEE.
g BeiBog kpunTorpaduueckux ITaHHBIX, CBA3aHHBIX C HMHTEpdeiicoM BHemHed cetu portl
§ yctpoiictBa dil00G ocymiecTBIseTcss KOMaHIOMU:
s .
§ # show crypto di100G 0 port 1 kseq
encryptor keys { nr: 20, range: 20 - 2067, capacity: 2048 }
g decryptor keys { nr: 0, range: 0 - 2047, capacity: 2048 }
o
3 Texymmit xkmtou mudpoBanus 20, 1uama3oH CoXpaHEHHBIX Kimouer mmdpoBanus 20 - 2067
g . .
,§ (oHM k€ 3arpyXeHbl B YCTPOMCTBO), €MKOCTh Kiro4eBor uHpopmarmu 2048. AHAIOTHYHO IS
= HaTpaBlIEHUs pacuIu(POBLIBAHUSI.
g
E. g Jlnecr
2| D
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Cratucruka uarepdeiicon ycrporictsa dil00G gocTynHa rmo komaHsje:

# show crypto di100G 0 port stats

port0 rx port0 tx portl rx portl tx
Bytes 4049076956 2045466804 883418068 1117088088
Frames 263857337 163857001 156645928 156645928
Frames (64 b) 632786688 528735333 0 0
Frames (65-127 b) 0 0 528735333 531536399
Frames (128-255b) 43 43 43 43
Frames (256-511b) 0 0 0 0
Frames (512-1023b) 0 0 0 0
Frames (1024-1518 b) 0 0 0 0
Frames (1519-1522b) 0 0 0 0
Frames (1523-1548 b) 0 0 0 0
Frames (1549-2047 b) 0 0 0 0

Frames (2048-4095 b) 2531778688 2529123064 2529123064 2529122430
Frames (4096-8191 b) 729309610 728955961 728955961 728955922
Frames (8192-9215b) 365364940 365273006 365273006 365272988

= Broadcast frames 43 43 43 43
'§ Multicast frames 0 0 0 0
g VLAN tagged frames 0 0 0 0
E Undersize frames 0 0

Oversize frames 0 0
g Fragment frames 0 0
% Frame check sequence errors 0 0
S Decrypt errors 0
g CtpykTypa BEIBOAMMON MHGOPMAITUU MOXKET MEHSITHCS OT BEPCHUU K BEPCHH.
°£ JlocTyn k ethernet-cTaTUCTHKE BO3MOXKEH TaKXke MO POTOKOITy snmp. J[J1st 3Toro He06X01mmMo
§ HACTPOUTH SNMp-cepBUC. Jl0CTATOUHBIM OY/ET BBITOJHEHHUE CIIEIYIONTINX KOMaH]I:

(config)# service snmp

g (config-service-snmp)# acl public
§ (config-service-snmp)# enable
;é [Tomy4yuTh TOCTYI K TAaHHBIM SNMP MOYKHO BBITIOJTHHB, HAIPHIMEP, KOMaHIy U3 TIaKeTa netsnmp
= snmpwalk:
g
;. § Jlnecr
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snmpwalk -v 2c¢ -c public 192.168.1.1 factorDI100GMib -m /ust/share/snmp/mibs/FACTOR-
DI100G-MIB.txt

FACTOR-DI100G-MIB:
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB:
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB:
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB:
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB:
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB:
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB:
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB:
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB:

:di100GDevicesCount = Gauge32: 1

di100GSysName.0 = STRING: di100G0
dil00GName.0 = STRING: di100G

:di100GIndex.0 = Gauge32: 0

di100GRevision.0 = STRING: 1.48 15-07-2021
di100GState.0 = INTEGER: disabled(0)
di100GChipTemperature.0 = STRING: 32.9

:di100GUnencryptedEthertypes.0 = STRING: 0x1010

di100GIntStatRxBytes.0 = Gauge32: 675724313
di100GIntStatRx.0 = Gauge32: 3637226807
di100GIntStatRxUndersize.0 = Gauge32: 0

:di100GIntStatRxFragment.0 = Gauge32: 0

di100GIntStatRxSubFramesE64.0 = Gauge32: 28286463
di100GIntStatRxSubFramesF65T127.0 = Gauge32: 1615863988
di100GIntStatRxSubFramesF128T255.0 = Gauge32: 3409696953

:di100GIntStatRxSubFramesF128T511.0 = Gauge32: 2414816602

di100GIntStatRxSubFramesF511T1023.0 = Gauge32: 463949689
di100GIntStatRxSubFramesF1024T1518.0 = Gauge32: 4294547580
di100GIntStatRxSubFramesF1519T1522.0 = Gauge32:

:di100GIntStatRxSubFramesF1523T1548.0 = Gauge32:

di100GIntStatRxSubFramesF2048T4095.0 = Gauge32:

0
0
di100GIntStatRxSubFramesF1549T2047.0 = Gauge32: 0
0
di100GIntStatRxSubFramesF4096T8191.0 = Gauge32: 0

0

:di100GIntStatRxSubFramesF8192T9215.0 = Gauge32:

di100GIntStatRxOversize.0 = Gauge32: 0
di100GIntStatRxBroadcast.0 = Gauge32: 0
di100GIntStatRxMulticast.0 = Gauge32: 3637226849

:di100GIntStatRxVlanTagged.0 = Gauge32: 0

di100GIntStatTxBytes.0 = Gauge32: 0
di100GIntStatTx.0 = Gauge32: 0
di100GIntStatTxSubFramesE64.0 = Gauge32: 0

:di100GIntStatTxSubFramesF65T127.0 = Gauge32: 0
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FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB:
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::

di100GIntStatTxSubFramesF128T255.0 = Gauge32: 0
di100GIntStatTxSubFramesF256T511.0 = Gauge32: 0

:di100GIntStatTxSubFramesF511T1023.0 = Gauge32: 0

di100GIntStatTxSubFramesF1024T1518.0 = Gauge32:
di100GIntStatTxSubFramesF1519T1522.0 = Gauge32:
di100GIntStatTxSubFramesF1523T1548.0 = Gauge32:
di100GIntStatTxSubFramesF1549T2047.0 = Gauge32:
di100GIntStatTxSubFramesF2048T4095.0 = Gauge32:
di100GIntStatTxSubFramesF4096T8191.0 = Gauge32:
di100GIntStatTxSubFramesF8192T9215.0 = Gauge32:
di100GIntStatTxBroadcast.0 = Gauge32: 0
di100GIntStatTxMulticast.0 = Gauge32: 0
di100GIntStatTxVlanTagged.0 = Gauge32: 0
di100GIntStatCheckSequenceErrors.0 = Gauge32: 0
di100GExtStatRxBytes.0 = Gauge32: 0
di100GExtStatRx.0 = Gauge32: 0
di100GExtStatRxUndersize.0 = Gauge32: 0
di100GExtStatRxFragment.0 = Gauge32: 0
di100GExtStatRxSubFramesE64.0 = Gauge32: 0
di100GExtStatRxSubFramesF65T127.0 = Gauge32: 0
di100GExtStatRxSubFramesF128T255.0 = Gauge32: 0
di100GExtStatRxSubFramesF128T511.0 = Gauge32: 0
di100GExtStatRxSubFramesF511T1023.0 = Gauge32: 0
di100GExtStatRxSubFramesF1024T1518.0 = Gauge32:
di100GExtStatTxSubFramesF1519T1522.0 = Gauge32:
di100GExtStatTxSubFramesF1523T1548.0 = Gauge32:
di100GExtStatTxSubFramesF1549T2047.0 = Gauge32:
di100GExtStatTxSubFramesF2048T4095.0 = Gauge32:
di100GExtStatTxSubFramesF4096T8191.0 = Gauge32:
di100GExtStatTxSubFramesF8192T9215.0 = Gauge32:
di100GExtStatRxOversize.0 = Gauge32: 0
di100GExtStatRxBroadcast.0 = Gauge32: 0
di100GExtStatRxMulticast.0 = Gauge32: 0
di100GExtStatRxVIlanTagged.0 = Gauge32: 0
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FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB:
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::
FACTOR-DI100G-MIB::

di100GExtStatTxBytes.0 = Gauge32: 0
di100GExtStatTx.0 = Gauge32: 0

:di100GExtStatTxSubFramesE64.0 = Gauge32: 0

di100GExtStatTxSubFramesF65T127.0 = Gauge32: 0
di100GExtStatTxSubFramesF128T255.0 = Gauge32: 0
di100GExtStatTxSubFramesF256T511.0 = Gauge32: 0
di100GExtStatTxSubFramesF511T1023.0 = Gauge32: 0

di100GExtStatTxSubFramesF1024T1518.0 = Gauge32:
di100GExtStatTxSubFramesF1519T1522.0 = Gauge32:
di100GExtStatTxSubFramesF1523T1548.0 = Gauge32:
di100GExtStatTxSubFramesF1549T2047.0 = Gauge32:
di100GExtStatTxSubFramesF2048T4095.0 = Gauge32:
di100GExtStatTxSubFramesF4096T8191.0 = Gauge32:
di100GExtStatTxSubFramesF8192T9215.0 = Gauge32:

di100GExtStatTxBroadcast.0 = Gauge32: 0
di100GExtStatTxMulticast.0 = Gauge32: 0
di100GExtStatTxVlanTagged.0 = Gauge32: 0

S O O o o o o

di100GExtStatCheckSequenceErrors.0 = Gauge32: 0

CrtpykTypa J0CTYyNHOM HH(POPMAIIUKA MOXKET MEHATHCS OT BEPCUU K BEPCHUH.
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